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Shelby PQC Gateway 

Software User Guide (Deployment, Daily Operation, 

Decommissioning) 

Applicable Models: Shelby-G5135, Shelby-G7137 

Document Version: 2026-09-02 A 

 

▌ EXECUTIVE SUMMARY 

Purpose: This guide is the complete reference document for the Shelby PQC Gateway, 

covering the full lifecycle from physical installation, initial setup, and daily operation 

through to final secure decommissioning. 

•  The Gateway is deployed in a Bridge (Inline) architecture, requiring only 3 network 

cables and no changes to the existing network topology 

•  The server private key never touches local storage in plaintext on the Gateway disk; it 

is protected via TPM sealing 

•  Daily operations (certificate renewal, algorithm configuration, account management, 

log queries) are performed entirely through the web management dashboard 

•  An SSH recovery mechanism is provided, allowing administrators to recover 

dashboard access on their own even if the dashboard password is forgotten 

•  Before decommissioning or returning a unit to the factory, a complete secure data 

erasure procedure compliant with NIST SP 800-88 is provided, with step-by-step 

commands 
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  Part One｜Product Overview 

1  What Is the Shelby PQC Gateway 

The Shelby PQC Gateway is a TLS encryption gateway appliance purpose-built to 

counter the "Harvest Now, Decrypt Later" quantum threat. It is installed between the 

existing Client side and Server side, requiring no changes to either party's existing 

systems or applications, and automatically upgrades the connection between them to a 

TLS connection protected by post-quantum cryptography (PQC), defending against the 

future threat of quantum computers breaking current encryption algorithms. 

Day-to-day operation is handled through the appliance's built-in web management 

dashboard, which covers certificate management, encryption algorithm settings, 

account permissions, log queries, and more, simplifying system administration. 

2  System Architecture 

The Shelby PQC Gateway is deployed in Bridge (Inline) mode: the appliance is inserted 

"in series" into the existing network path and operates like a length of transparent 

network cable — from the perspective of the Client side and the Server side, the way 

they connect to each other does not change at all; there is simply an additional layer of 

automatic encryption protection in between. 
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Interface Purpose 

Management port 

SSH remote management and web 

management dashboard (port 8080), fully 

independent from data traffic — even if data 

traffic is disrupted, the management interface 

remains accessible 

Client side Connects to the source of user connections 

Server side 
Connects to the existing service server; the 

original IP, port, and applications require no 

changes 

 

🔒 Why is the management interface kept separate 

 

 The management port and data traffic (Client↔Server) run on separate physical network 

interfaces — even if the dashboard itself or the management connection has a problem, it has no 

effect whatsoever on the existing production connection; conversely, even if data traffic is 

disrupted, administrators can still connect via the management port at any time to troubleshoot 

and fix issues. 

 

 

3  Core Security Design 

Design Description 

Private key never 

touches local storage 

The server private key is stored only on a USB drive kept by the 

customer; during installation it is read directly from the USB drive and 

encrypted on the spot — the Gateway disk never has any plaintext private 

key written to it, at any point 

TPM hardware sealing 
The passphrase used to decrypt the encrypted private key is sealed 

inside the Gateway's built-in TPM security chip; only this specific 

physical appliance can unseal it, and no one needs to memorize or enter 
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this passphrase 

Post-quantum TLS 
Uses post-quantum hybrid key exchange algorithms such as 

X25519MLKEM768 to defend against the "Harvest Now, Decrypt Later" 

quantum computing threat 

Account permission 

lockdown 

Once the customer's own account setup is complete, the factory account 

is locked for both password login and SSH key login, ensuring the 

appliance is fully under the customer's own control 

 

🔒 Does a power outage or crash create a single point of failure (SPOF)? 

 

 The Client-side and Server-side ports use hardware bypass network interfaces with built-in 

physical relays: 

  

•  When the appliance is powered off or not yet booted: the relay stays physically closed, forming 

a direct pass-through connection between the Client side and Server side. The existing network 

connection is not interrupted — it simply falls back temporarily to conventional TLS transmission 

without PQC protection, as if the appliance had been short-circuited out of the network path. 

•  When the appliance is powered on and running normally: the system takes over the relay, 

enabling bridge interception and post-quantum encryption, and the connection is immediately 

upgraded to PQC-TLS protection. 

 

 In other words, even if the entire appliance completely loses power, it will not cause a network 

outage — it will only temporarily lose PQC encryption protection. The Client-side and Server-side 

ports must be connected to the same bypass pair for this mechanism to trigger correctly; see 

Chapter 4 for cabling instructions. 
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  Part Two｜Installation and Activation 

⚠ Please confirm the following before starting installation 

 

 It is recommended to confirm the following items with the customer's network administrator 

before the on-site visit, to avoid getting stuck once on site: 

  

☐  Confirm the model — Shelby-G5135 or Shelby-G7137 — and the corresponding port layout 

diagram 

☐  Confirm that the two ports to be used for the Client side and Server side belong to the same 

bypass pair (see the fail-open explanation in Chapter 3) 

☐  Confirm whether the Client side and Server side are on the same Layer 2 broadcast domain 

and the same IP subnet (a prerequisite for Bridge mode) 

☐  Plan the three IP addresses in advance — the management port IP, the bridge IP, and the 

backend Server IP — to avoid conflicts with existing devices on the subnet 

☐  Confirm whether cross-subnet access to the management port is required on site; if so, 

confirm the routing/gateway plan for the management subnet with the network administrator 

beforehand 

☐  Prepare the server private key (.key) and certificate (.crt) files on a USB drive; if issued by a 

commercial CA, confirm whether it is the full chain including intermediate certificates 

☐  Confirm that the on-site engineer has motherboard BIOS access and Linux console operating 

privileges 

☐  This installation process restarts services — it is recommended to schedule it during the 

customer's maintenance window 
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4  Physical Cabling 

The Shelby PQC Gateway requires only 3 network cables. 

4.1 Cabling Diagram 

 

Shelby PQC Gateway Bridge-mode cabling diagram (① Management, ② Client side, ③ Server side — 3 cables 

total; the Client-side and Server-side ports must use the two ports of the same bypass NIC pair) 

4.2 What the Three Cables Are 

No. Name Function Connects To 

① 
Management 

port 

Used for configuration and day-to-day 

management; no customer traffic normally 

passes through it 

Admin computer, or 

the existing 

management network 

② Client-side port 
The direction from which user connections 

come in 

The network segment 

that originally carried 

user connections 

③ Server-side port 
Connects to the backend server that 

actually provides the service 
The existing backend 

Server 
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⚠ Important: the physical location of these 3 ports may differ between units 

 

 The physical port layout of the Shelby-G5135 and Shelby-G7137 is not identical, and even 

different production batches of the same model may differ due to chassis variations. Do not guess 

or judge by "which one looks right" — the next section will show you how to use the "cable-pull 

test method" to accurately confirm the true identity of each port. 

 

 

4.3 Cable-Pull Test Method: Accurately Identifying the Three Ports 

① Connect all three cables first, then power on 

Connect all three cables to the three network ports: the management port to the 

admin computer, the Client-side port to the source of user connections, and the 

Server-side port to the backend Server. The Client-side and Server-side network ports 

must be the two ports of the same bypass NIC pair. Power on the unit and wait 

approximately 3 minutes for the system to fully start up. 

② Observe the link lights on all three ports and confirm they are all lit 

All three network ports should show a lit indicator light nearby (usually a blinking 

green or yellow light), indicating that all three cables are currently connected. 

③ Unplug the cable at the "admin computer" end and observe which port's light goes out 

First confirm which cable is connected to the admin computer. Unplug the network 

cable at the computer end (not at the Gateway end), and observe which port's light on 

the Gateway's back panel goes out — the one that goes out is the "management port". 

Plug the cable back in once confirmed. 

Why do this: because the port layout can vary by model, directly "pulling the cable and observing which light 

goes out" gives an accurate result regardless of the actual physical layout, unaffected by model or batch 

differences. 

④ Use the same method to confirm the Client-side and Server-side ports 

For the remaining two cables, you should already know which one goes to the "source 

of user connections" and which one goes to the "backend Server" (since you 

connected them yourself). Unplug the far end of each one in turn, observe which port 
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on the Gateway goes dark, and record the result. 

⑤ Apply labels to avoid confusion later 

It is recommended to use colored labels next to the three ports marking 

"Management," "Client," and "Server," so that future maintenance or equipment 

replacement does not require re-confirming this every time. 

5  First-Boot Setup 

After cabling is complete, the appliance automatically detects the three ports just 

connected and asks for a few site-specific configuration values (such as the IP address 

plan). 

5.1 Log In to the Console — the Setup Wizard Starts Automatically 

① Connect a monitor and keyboard, or use an existing method to access the console 

The Gateway ships with a fixed factory login username and password. After logging in, 

the first-boot setup wizard starts automatically — no commands need to be entered 

manually. 

🔒 Only a login via the "physical console" triggers this automatically 

 

 This auto-trigger mechanism only recognizes a login via a physical monitor and keyboard (or 

KVM); logging in remotely via SSH does not trigger it. If the screen does not start automatically 

after login, refer to the manual method in the next section. 

 

 

5.2 What the Setup Wizard Does 

② Confirm the wizard has started automatically 

After login, the screen automatically displays the "Shelby-G5135 First-Boot 

Provisioning Wizard (Bridge Mode)" title, indicating the script has started 

automatically — no action is needed. 

If this title does not appear automatically on screen (meaning the auto-trigger did not fire), you can start it 
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manually with the following command: 

bash first_boot_provision_bridge.sh 

🔒 You will be asked to unplug and replug network cables during this process 

 

 This script uses the same "cable-pull test method" principle as the previous chapter to 

automatically determine the identity of the three ports. The screen will prompt in sequence, 

"Please unplug the management cable," "Please plug the management cable back in," and so on — 

simply follow the on-screen instructions; there is no need to judge for yourself. 

 

 

5.3 The 3 Questions the Wizard Will Ask 

Once the cable confirmation is complete, the wizard will ask the following 3 questions 

in sequence: 

Question Description Example 

Management 

port IP address 

This IP will be used to connect in for management 

afterward — confirm which IP range to use with the 

network administrator. Be sure to include the /24 prefix; 

entering an IP without a prefix will cause the 

configuration to fail. If access to the management port 

from another subnet (across VLANs or L3 switches) is 

needed later, a route or default gateway must be 

separately configured in the management interface's 

Netplan settings — setting only an IP/CIDR supports 

direct connections from the same subnet only 

192.168.137.80/24 

Bridge IP 

address 

This IP must be on the same subnet as the "backend 

Server," and must not conflict with the IP of any existing 

device on the subnet — confirm an unused address first, 

and likewise include the /24 prefix 

192.168.50.80/24 

Backend Server 

address 
The original server's IP address and service port (no /24 

needed for this field; the format is IP:Port) 
192.168.50.90:8443 
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5.4 Completion Screen 

Once the wizard finishes running, the screen displays "Bridge-mode provisioning 

complete!" and lists the next steps to take — these are covered in detail in Chapters 6 

and 7 of this guide, so there is no need to worry about them at this stage. 

Once the wizard finishes successfully, it removes the auto-trigger setting, so the automatic trigger only ever 

fires once, at the first login — it will not trigger again even after logging back into the console. The script itself, 

however, stays in the home directory and does not delete itself, so it can be re-run by hand after restoring this 

unit from a golden image again, or re-armed by running install_first_boot_autotrigger.sh before capturing 

the next golden image. 
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6  TPM Private Key Sealing 

🔒 Why it is done this way 

 

 The server private key is extremely sensitive information — if it were ever leaked, anyone could 

impersonate the server. The Shelby PQC Gateway's design principle is: the private key is stored 

only on a USB drive kept by the customer, and no plaintext copy of it is ever written to the 

Gateway's disk at any point. The procedure reads the private key directly from the USB drive, 

encrypts it on the spot, and writes only the encrypted ciphertext to disk; the passphrase used for 
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decryption is sealed inside the Gateway's built-in TPM security chip — it is not remembered by any 

software, and no one needs to memorize or enter this passphrase. 

 

 

6.1 Preparing the USB Drive 

Have the customer prepare a USB drive containing two files: 

File Description 

Private key file (.key) 

The private key corresponding to the server 

certificate; RSA, EC, or Ed25519 format are all 

supported and the procedure determines the 

format automatically 

Certificate file (.crt) 
The server certificate itself (this is not 

confidential and can be copied normally) 

 

6.2 Mounting the USB Drive 

① Insert the USB drive 

Insert the USB drive into any USB port on the Gateway appliance. 

② Identify the device name of the USB drive 

Enter the following command; the screen will list the storage devices currently 

attached: 

lsblk 

A device name similar to sdb1 will appear on screen (usually the one with the smallest 

capacity in the list, and the one that just appeared) — note this device name down, as 

the commands below will need it. 
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③ Create a mount point and mount the drive 

Enter the following three commands in sequence (replace sdb1 with the actual device 

name you noted down): 

sudo mkdir -p /mnt/usbtransfer 

sudo mount /dev/sdb1 /mnt/usbtransfer 

ls /mnt/usbtransfer 

The last line should show the file names of the private key and certificate files, 

confirming the mount was successful. 

6.3 Running the TPM Sealing Procedure 

④ Run the procedure, passing in the paths of the private key and certificate 

The command format is: sudo bash setup_tpm_nginx_key.sh <private-key-path> 

<certificate-path>. Assuming the file names are server.key and server.crt, the 

actual input is: 

sudo bash setup_tpm_nginx_key.sh /mnt/usbtransfer/server.key /mnt/usbtransfer/server.crt 

The procedure automatically reads the domain name from the certificate, automatically encrypts the private 

key, automatically seals it into the TPM, and automatically configures auto-unsealing at system boot (no 

manual password entry required). The whole process takes about 1-2 minutes. 
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6.4 Testing and Wrap-Up 

⑤ Test the connection with a browser (from a different computer — not on the Gateway 

itself) 

From a computer on the "Client-side network," open a browser and connect to the 

Server's address, and confirm the connection succeeds normally. 

⚠ You must test from a different device — do not test on the Gateway itself 

 

 This is a characteristic of Bridge mode: connections originated by the Gateway itself do not pass 

through the interception logic, so only connections genuinely originated from an external device 

will show the correct result. Testing with curl on the Gateway itself will produce misleading 

results. 
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⑥ Reboot test 

Once the connection is confirmed working, run sudo reboot once, and after logging in 

following the reboot, confirm the system automatically resumes normal operation 

(verifying TPM auto-unsealing). 

⑦ Remove the USB drive 

Unmount first, then remove: 

sudo umount /mnt/usbtransfer 

Once removed, the USB drive can be taken back into custody — the Gateway's disk 

has never stored a plaintext private key at any point; this USB drive remains the only 

place holding the plaintext private key. 

6.5 Verifying No Plaintext Private Key Remains on the Gateway 

Before and after taking back the USB drive, it is recommended to keep a record proving 

that no plaintext private key can be found on the Gateway's disk. Both of the following 

commands are run at the Gateway console. 

⑧ Search the disk for any leftover plaintext private key files 

Enter the following command: 

sudo find /etc/nginx /root /home -iname "*.key" -not -name "*.enc" 2>/dev/null 

The correct result is that this command produces no output at all (blank) once it 

finishes — meaning no plaintext private key file can be found anywhere in the search 

scope. If a file path is listed on screen, it means a plaintext private key remains — 

contact Elgens Technical Support immediately, and do not take the USB drive away for 

use. 

⑨ Confirm the one remaining file is genuinely encrypted 

Enter the following command to test whether the only remaining private key file on 

the Gateway actually requires a password to be read: 

sudo openssl pkey -in /etc/nginx/pqc-gateway/server.key.enc -noout 

The correct result is that the screen prompts for a password (PEM pass phrase), or 

displays an error message directly — meaning this file is indeed encrypted and cannot 
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be read without a password. Press Ctrl+C to abort the command; there is no need to 

actually enter a password. 

 

7  Initial Dashboard Setup 

Once software configuration and private key sealing are both complete, all subsequent 

day-to-day management can be performed through the web interface, with no need to 

go back to the console to type commands. 

7.1 Opening the Dashboard URL 

① Open the dashboard in a browser 

From a browser on the admin computer, enter (replace the IP with the "management 

port IP" set in Chapter 5): 

http://<management-port-IP>:8080/ 

⚠ The management dashboard currently uses HTTP — restrict it to a trusted management network 

 

 The management dashboard and the password recovery page in Chapter 16 are both served over 

unencrypted HTTP, meaning sensitive information such as credentials and recovery tokens is 

transmitted over the network in plaintext. Do not expose the management port directly to a public 

network or an untrusted VLAN. If cross-subnet management is required, access it via VPN or SSH 

tunnel, or deploy your own HTTPS reverse proxy in front of this management interface. 

 

 

7.2 First Login: Creating the Administrator Account 

② The first time you open it, you will see the "Create Administrator Account" screen 

Since this is the first use, the system has no accounts yet and automatically redirects 
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to the "Create Administrator Account" screen. Fill in a username, password (at least 8 

characters), and password confirmation, then click "Create Account." This screen only 

ever appears once. 

 

③ Log in with the account you just created 

The system automatically redirects to the "Login" screen; enter the username and 

password you just set to reach the dashboard's main screen. 

7.3 Adding SSH Keys for Other Field Engineers 

So that other personnel can later SSH into this Gateway for maintenance using their 

own accounts, without sharing the same console password, each person's SSH public 

key can be added directly on the dashboard. 

④ Go to the "Certificates & Keys" page 

After logging in, click "Certificates & Keys" in the left-hand menu, then scroll down to 
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find the "SSH Public Key Management" section. 

 

⑤ Paste the public key and add it 

Obtain the person's SSH public key (the content of the .pub file, usually a long string 

starting with ssh-ed25519 or ssh-rsa), paste the full content into the "Public Key" field 

on the page, fill in the person's name or device name in the "Label" field, and click 

Add. 

🔒 Private key security reminder 

 

 What is added here is a "public key," which may be shared openly and is not confidential. Never 

paste a private key (any file other than .pub) anywhere — a private key should only ever remain on 

the corresponding person's own computer. 
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8  Acceptance Checklist 

After installation is complete, confirm each of the following items one by one — 

installation is only considered complete once every box is checked: 

☐  All three network ports have been labeled (Management / Client side / Server 

side) 

☐  first_boot_provision_bridge.sh has finished running, with "provisioning 

complete" shown on screen 

☐  The TPM sealing procedure has finished running, with no "WARNING: leftover 

plaintext file found" warning 

☐  A browser connection test from a device on the Client-side network (not the 

Gateway itself) succeeds 

☐  After logging in following a sudo reboot, the connection test passes and the 

Client side can connect normally to the Server side 

☐  The USB drive has been removed and taken back into custody, and it has been 

confirmed that no plaintext private key is stored on the Gateway 

☐  The dashboard administrator account has been created and login works normally 

Signature Field Signature Date 

Elgens Engineer Signature   

Customer Acceptance Signature   

⚠ Only proceed to the next chapter, "Customer Account Setup," once everything above has been 

confirmed 

 

 The next chapter locks the factory account currently in use; once locked, it will lose sudo 

privileges and cannot be used to fix any problems afterward. Be sure to check off every item in the 

list above before continuing to the next step. 
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9  Customer Account Setup (Handover) 

🔒 This chapter configures the "Linux system account," which is separate from the "dashboard 

web account" covered in Chapter 13 

 

 The Gateway has two completely independent account systems — be sure to distinguish between 

them before proceeding: 

  

Account Type Purpose Related Chapter 

Linux system 

account 

Logs into the host's screen console or an SSH 

terminal, with sudo system privileges — this is 

the account this chapter configures 
This chapter (Chapter 9) 

Dashboard web 

account 

Used only for browser login to the management 

dashboard's web interface; its data is stored 

independently and has no relationship to the 

Linux account 

Chapter 7 (creation), 

Chapter 13 (management) 

 

All operations up to this point have used the fixed factory username and password. This 

chapter is the final step of the entire installation process: setting a username and 

password that belong to you and that only you know, replacing the factory account. 

Once complete, this Gateway is truly and fully under your own control. 

⚠ This is the final step — please triple-check before proceeding 

 

 Once this step runs, the factory account will be locked and will no longer be able to log in. Be sure 

to complete the acceptance checklist in Chapter 8 first, and confirm the system is working 

normally, before performing this step. If it is run too early and a problem is discovered afterward, 

it cannot be self-repaired, and Elgens Technical Support will need to be contacted to help restore 

the factory account. 
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9.1 Running the Account Handover Procedure 

① Run the procedure at the console 

Enter the following command (do not add sudo): 

bash create_customer_account.sh 

The procedure first asks whether to continue (only entering yes proceeds) — this is the 

last chance to cancel. 

② Enter the username for the new account 

The screen will ask "New username for the customer's administrator account" — 

simply enter the desired account name. 

③ Enter the password 

After the prompt appears, enter the password yourself and confirm it once. No 

characters (not even asterisks) are shown on screen while typing the password. 
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④ The procedure automatically completes the remaining setup 

After the password is entered, the procedure automatically completes the following 

steps in sequence: 

•  Creates the new account and adds it to the system administrator group (a 

password is required for sudo commands, in line with standard security practice) 

•  Changes the dashboard's "SSH Public Key Management" feature to manage the 

new account instead of the factory account 

•  Removes all passwordless-sudo settings for the factory account 

•  Locks the factory account's password login so it can no longer log in 

•  Disables SSH key login for the factory account — both the password and key login 

paths are cut off, including any personal key that may have been added for debugging 

purposes during installation 
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⑤ Press Enter to reboot automatically 

The screen displays the prompt "Press Enter to reboot and finish setup..." — press 

Enter once and the Gateway will reboot automatically, completing the entire handover 

process. The reboot takes about 1-2 minutes, during which the screen connection will 

drop — this is expected. 

9.2 Verifying the New Account Works Normally 

⑥ After the reboot completes, log in with the new account to test it 

Wait about 1-2 minutes for the Gateway to finish rebooting, then log in once with the 

new username and password just set, and confirm that login succeeds normally and 

that sudo commands prompt for a password (this is the correct, secure configuration). 

Also confirm that the connection between the Client side and Server side is still 

working normally. 

🔒 Once complete, the handover of this unit is formally finished 

 

 The factory account credentials no longer serve any purpose from this point on. Should Elgens 

Technical Support assistance be needed for maintenance in the future, it is always done via an SSH 

public key added on the dashboard's "Certificates & Keys" page — never by sharing a password 

login again. 
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  Part Three｜Daily Operation 

Once logged into the dashboard, day-to-day operational work can be completed 

entirely through the web interface, with no need to use the command line. 

10  Monitoring Overview Page 

The landing page after login gives an at-a-glance view of the Gateway's current 

operating status. 
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Card Content Shown 

Service Status 

Whether core services such as Nginx, Transparent Rules, and SSH are 

running; restart/stop buttons appear next to the main services, while 

sensitive services such as SSH are shown for status only, with no 

controls, to prevent accidentally locking yourself out 

PQC-TLS Certificate 
Current certificate expiration date and days remaining (a yellow warning 

appears under 30 days remaining, red once expired) 

HTTPS Encryption 
The TLS protocol currently in use, whether post-quantum encryption is 

enabled, and algorithm priority order 

System Information Basic status such as system uptime and disk usage 

 

11  Certificate and Key Management 

Because the private key is protected via TPM sealing and never touches local storage in 

plaintext, this page deliberately does not support uploading a private key directly; 

instead, it offers the following two secure certificate renewal methods: 
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11.1 Option One: Extend Validity (Simplest) 

No external certificate authority (CA) is required — this option directly reuses the 

existing TPM-sealed private key on the Gateway to re-self-sign a new certificate with 

one click, extending validity by one year. Suitable for a simple extension where 

switching to a formal CA certificate is not needed. 

11.2 Option Two: Switch to a Formal CA-Signed Certificate 

☐  Click "Download CSR" — the CSR contains only public key information and can be 

safely handed to a certificate authority (CA) for signing; it contains no private key 

☐  Submit the CSR to the CA for signing and obtain the signed certificate file 

☐  Return to this page and use "Upload signed certificate file" — only the certificate 
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needs to be uploaded; the private key is not needed and cannot be uploaded 

☐  The system automatically verifies whether this certificate genuinely matches the 

private key on the Gateway; a mismatch is rejected and the original certificate is left 

unaffected 

⚠ For commercial CA certificates, upload the full certificate chain 

 

 If the certificate is issued by a commercial certificate authority such as DigiCert, Sectigo, or 

GlobalSign, it typically consists of both a server certificate and an intermediate certificate. The 

uploaded certificate file should include the full chain of the server certificate plus the intermediate 

certificate — uploading only the server certificate by itself will cause Client-side browsers to 

display a "certificate not trusted" warning due to the missing chain of trust. Also confirm that the 

certificate's Subject Alternative Name (SAN) includes the full domain name users actually access 

— a Common Name (CN) alone may fail validation in modern browsers. 

 

 

11.3 SSH Public Key Management 

Manages the individual SSH public keys of field engineers; once added, a key can be 

used to log into the appliance's console. 
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Action Description 

Add 
Paste the full public key content plus a label (e.g. person's name or device 

name); the system validates the format before adding it 

Remove 
Click "Remove" next to the corresponding public key; the key can no longer be 

used to log in immediately after removal 
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12  Algorithm and Network Settings 

 

12.1 Key Exchange Algorithm Priority 

This page lists the 3 key exchange algorithms the system supports. The priority order is 

fixed, from top to bottom:X25519MLKEM768 (post-quantum hybrid) → X25519 

(conventional elliptic curve) → secp256r1 (conventional elliptic curve). The screen 

provides no option to reorder them — each can only be individually enabled or disabled: 

1. Checking the "Enabled" box enables an algorithm; unchecking it disables the 

algorithm 

2. Click "Save and Apply" — the system automatically validates the configuration, and 

automatically rolls back on validation failure without interrupting the service 

🔒 Disabling X25519MLKEM768 removes post-quantum protection 
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If X25519MLKEM768 is disabled, leaving only conventional algorithms, connections will no longer 

have post-quantum encryption protection, effectively reverting to conventional TLS. In general, it 

is recommended to keep all algorithms enabled, letting the system automatically negotiate post-

quantum encryption with PQC-capable Client-side connections in the fixed order above, while 

remaining compatible with older browsers that do not yet support PQC. 

 

 

12.2 Network Address Settings 

Field Description 

Gateway's external 

listen address 

In Bridge mode, this field is the internal loopback address (127.0.0.1) used 

by the TPROXY relay to connect to nginx — it is not the address the Client 

side connects into, and it is locked as read-only here. The traffic that 

actually arrives from the Client side is directed to the Gateway by the 

underlying nftables interception rules, unrelated to this field 

Backend Server 

address 

The address the Gateway forwards connections to on the existing Server; in 

Bridge mode, changing this field causes the system to automatically 

synchronize the underlying interception rules and restart the transparent 

proxy service, causing a brief connection interruption during the process — 

it is recommended to perform this during a maintenance window and re-

test the Client-side connection afterward 

 

⚠ The backend Server address must be entered accurately 

 

 An incorrect value in this field will cause the Client side to be unable to connect (the dashboard 

itself is unaffected, since it is bound to an independent management interface, and can still be 

accessed to fix the setting). 

 

 

12.3 How to Verify a Connection Is Using Post-Quantum Encryption 

After configuration, it is recommended to actually verify in a browser that the 
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connection has truly applied post-quantum hybrid key exchange, rather than judging 

from appearances alone. 

① Verify using browser developer tools (Chrome / Edge 131 or later) 

Open the target URL, press F12 to open developer tools, switch to the "Security" tab, 

click the connection details for the main origin, and check the "Key Exchange" field to 

confirm it shows X25519MLKEM768. 

② Verify using the command line 

From a computer with PQC-capable OpenSSL 3.x installed, run: 

openssl s_client -connect <Client-side-address>:443 -groups X25519MLKEM768 

If the connection succeeds and the screen displays Negotiated TLS1.3 group: 

X25519MLKEM768, post-quantum encryption is confirmed to be in effect. 

12.4 Shelby PQC Gateway Operational Telemetry 

This feature collects connection-level aggregate statistics for use in producing formal 

operational reports afterward, and is enabled by default from the factory. 

Data Collected Purpose 

TLS version, cipher suite, and key 

exchange group 
Tracks PQC adoption rate (share of 

X25519MLKEM768) and the TLS 1.3 / 1.2 distribution 

Handshake / response latency 
Latency comparison between new handshakes and 

session resumption 

Traffic byte counts and HTTP status codes Overall traffic volume and error rate overview 

Concurrent connection snapshots (every 

30 seconds) 
Peak-period analysis 

🔒 Request content is not logged 

 

 This feature logs only the statistical fields listed in the table above. It does not log request paths, 

headers, cookies, or any request/response content, and does not touch the actual content of any 

individual connection. 
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① Enabling and disabling 

Enabled by default from the factory; the "Enable Shelby PQC Gateway Operational 

Telemetry" checkbox on this page reflects the current state. If not needed, uncheck it 

and click "Save and Apply" to disable it — it can be re-enabled at any time afterward 

by checking it again. When the toggle takes effect, the system automatically validates 

the nginx configuration and automatically rolls back on validation failure, without 

affecting existing connection service. 

② Log file download and clearing 

The log is a single file and is not automatically rotated or cleared. It is recommended 

to periodically (or once a pilot period ends) first go to Chapter 14, "Log Query and 

Download," select the "Shelby PQC Gateway Operational Telemetry" source and 

download the full content, then return to this page and click "Clear Log File" to free up 

disk space and avoid long-term accumulation. 

13  Account Management 

The dashboard supports multiple people sharing login access to the same appliance, 

each with their own username and password; every action is recorded in the operation 

log under the account of the person who performed it. 
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Function Description 

Change My Password 
Can only change your own password; on 

success you are automatically logged out and 

must log back in with the new password 

Add Administrator Account 
A logged-in user can directly add other 

accounts; the new account has the same 

permissions as existing accounts 

Delete Account 

Any account can be deleted, including the last 

remaining one — once all accounts are deleted, 

the system automatically returns to the first-

time setup screen 
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🔒 Repeated incorrect password entries trigger a lockout 

 

 5 consecutive incorrect entries trigger a 5-minute lockout, to prevent brute-force attempts. See 

Chapter 16 for the recovery process if you forget your password. 

 

 

14  Log Query and Download 

 

Source Purpose 

Nginx Access / Error Log PQC-TLS connection records and error messages 
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Shelby PQC Gateway Operational 

Telemetry 

Connection statistics summary data (see Section 12.4, 

enabled by default from the factory), used to produce 

formal operational reports 

Service logs (Nginx / Transparent 

Rules / SSH / UFW) 
System service operation records 

 

•  Show All: not limited by line count, but subject to a safety cap — exceeding it 

prompts you to use the download option instead 

•  Time-range filter: lets you specify a query time range as needed 

•  Download Log File: downloads the full content directly for local storage 
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  Part Four｜Maintenance and Troubleshooting 

15  Frequently Asked Questions 

Q  What should I do if, while running the first-boot setup wizard, the screen says "Found X 

port(s), expected exactly 3"? 

This means the number of network ports currently connected is not 3. Confirm that only the 3 

cables actually needed are connected, with no extra or missing cables, then run the wizard 

again. 

 

Q  What should I do if a certificate warning appears when connecting in a browser? 

By default, the wizard initially uses the placeholder domain mpg5-gateway.local; if a formal 

certificate has not yet been obtained, a certificate warning in the browser is expected — 

simply choose "Proceed anyway." Once a formal certificate has been obtained, it can be 

uploaded and updated on the dashboard's "Certificates & Keys" page, with no need to 

reinstall. 

 

Q  What should I do if I forget the management port IP? 

At the appliance console, enter ip addr show and look for the IP address next to the 

management port's network interface (this is easier to cross-reference if it was labeled in 

Chapter 4). 

 

Q  What should I do if the SSH public key management section is missing from the 

Certificates & Keys page? 

Confirm that the first-boot setup wizard in Chapter 5 ran all the way to completion (the screen 

showed "provisioning complete") — this step automatically configures the SSH key 

management feature. If this is an older unit set up without this step, contact Elgens Technical 

Support for assistance adding it. 
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Q  What should I do if the web page becomes unreachable after a reboot test? 

First confirm at the console whether the core services are all running normally:  

systemctl is-active nginx pqc-tproxy-relay tpm-unseal-nginx-key 

If all show active but the page is still unreachable, contact Elgens Technical Support for 

troubleshooting assistance. 

 

16  What to Do If You Forget Your Password 

As long as SSH access is still available, management access can be recovered directly 

from the web interface without opening the appliance: 

① SSH into the appliance and generate a one-time recovery token 

sudo bash /opt/mpg5-dashboard/generate_recovery_token.sh 

The screen will display a token, valid for 15 minutes. 

② Go to the recovery page 

Open in a browser: 

http://<management-port-IP>:8080/recover 

Paste the token, create a new administrator account, and you can log back in. 

🔒 If SSH access is also lost 

 

 Contact Elgens Technical Support so the company can assist with recovery from the physical 

console. 

 

 

17  Service Anomaly Self-Check Checklist 

When the web page is unreachable or a feature is malfunctioning, you can first check 

the following at the appliance console: 
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☐  Whether core services are running normally: systemctl is-active nginx pqc-

tproxy-relay 

☐  Whether the network interface IP is correct: ip addr show 

☐  Whether the certificate has expired (can be confirmed on the dashboard's 

Monitoring Overview page) 

☐  If all of the above are normal but the problem persists, contact Elgens Technical 

Support 
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  Part Five｜Secure Decommissioning 

18  Secure Data Erasure Before Returning to the Factory 

⚠ This operation is irreversible 

 

 When an appliance is retired, returned to the factory for repair, or otherwise taken out of service, 

be sure to perform secure data erasure first to ensure sensitive data does not leak. Once this 

operation completes, the appliance will no longer be able to boot into its original system, and the 

original data cannot be recovered — this is the expected outcome. 

 

 

⚠ Before proceeding, confirm whether the factory needs the system preserved for failure analysis 

 

 If the reason for returning the unit to the factory is a hardware fault and the factory needs the 

existing system state preserved for analysis, do not run the procedure in this chapter directly — 

first confirm the data retention and erasure requirements with Elgens Technical Support, to avoid 

erasing data the factory needs to diagnose the root cause. 

 

 

🔒 Erasure standard: NIST SP 800-88 Rev.1 

The erasure tool provided by Elgens follows SP 800-88 Rev.1, "Guidelines for Media 

Sanitization," published by the U.S. National Institute of Standards and Technology 

(NIST), executed at the Purge level defined by that standard — the industry-

recognized highest level of assurance for SSD/NVMe storage devices. 

Unlike simply deleting files or formatting, this level invokes the drive's firmware-

native Secure Erase command (ATA Security Erase for SATA, NVMe Format for NVMe), 

directly resetting every storage cell at the hardware level, including wear-leveling 

reserve areas and spare blocks that the operating system and file explorer cannot see 

or delete at all. Per the NIST SP 800-88 definition of the Purge level, once erasure is 



 

PAGE 41 

 

complete, recovering the original data is difficult even with the most advanced 

laboratory forensic techniques; the actual level of protection still depends on the 

storage device's own support for, and successful execution of, the hardware erase 

command — it is recommended to keep the success message and device information 

displayed on screen when the procedure completes, as a record for the 

decommissioning file. 

 

18.1 Preparing a Bootable USB Drive 

① Obtain a Ventoy bootable USB drive 

A bootable USB drive made with Ventoy is required — contact Elgens Technical 

Support to obtain one, or prepare it yourself as follows: 

•  Download SystemRescue (.iso) — a rescue Linux system built specifically for disk 

maintenance. The standard image already includes tools such as hdparm and nvme-cli, 

so no additional network installation is normally required; if the erasure script detects 

a missing tool it will attempt to install it automatically, in which case the rescue 

environment will need network access 

•  Copy the downloaded .iso file, together with the Elgens-provided erasure tool 

script factory_return_secure_erase.sh, to the root directory of the Ventoy USB drive 

18.2 Booting from the USB Drive 

② Insert the USB drive and reboot 

Power off the appliance, insert the USB drive, then power it back on and enter the 

boot menu (usually F11, F12, or Del, depending on the motherboard vendor), and 

select the USB drive to boot from. 

③ Choose to boot SystemRescue 

Once the Ventoy menu appears, select systemrescue-xxxx.iso to enter the rescue 

system; once the desktop or a text screen appears, open a terminal. 

18.3 Locating the Erasure Tool and the Target Drive 

④ Mount the partition on the Ventoy USB drive that actually holds the files 

First run lsblk to confirm the device name: 
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lsblk 

The Ventoy USB drive typically appears as sdb, with sdb1 underneath it being the 

partition that holds the files. Running mount /dev/sdb1 /mnt/ventoy directly will 

usually fail with a Can't open blockdev error — because when SystemRescue boots, 

this partition is already occupied by the system's internal device-mapper mechanism 

(the boot image itself is read from here). Instead, mount the corresponding node 

under device-mapper: 

mkdir -p /mnt/ventoy 

mount /dev/mapper/sdb1 /mnt/ventoy 

ls /mnt/ventoy 

The last line should show factory_return_secure_erase.sh (if it was placed in the root 

directory of the USB drive). 

If no files are visible after mounting, or the device name is not sdb1, run ls -la /dev/mapper/ to confirm the 

actual node name and mount using that name instead. 

⑤ Confirm the device name of the target drive to be erased 

Run lsblk once more — this time looking for the drive built into the machine itself (not 

the Ventoy USB drive just used), identified by capacity and device name (e.g. /dev/sda 

or /dev/nvme0n1). 

lsblk 

18.4 Running the Erasure Procedure 

⑥ Run the erasure script 

Run it using the drive device name just confirmed (the example below uses /dev/sda — 

replace it with the actual device name confirmed): 

sudo bash /mnt/ventoy/factory_return_secure_erase.sh /dev/sda 

The procedure first displays information about the target device and asks whether to 

continue: 

Continue? (yes/no): yes 

It then asks you to manually type the full drive path once more — this is a deliberately 
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designed double-confirmation mechanism to prevent accidental deletion from a 

mistyped device name: 

Type the exact device path ('/dev/sda') to confirm: /dev/sda 

🔒 The procedure automatically determines the drive type and executes the corresponding 

erasure method 

•  NVMe drives: automatically runs nvme format --ses=1 (the NVMe Format erase command) 

•  SATA SSD/HDD: automatically runs ATA Security Erase (via hdparm) 

 

🔒 If the screen shows the drive is in a "frozen" state 

 

 Some motherboard BIOSes automatically "freeze" the drive's secure erase feature after every 

boot, as a built-in vendor safeguard. If this occurs, the procedure will abort immediately and 

display an error; in that case, follow the on-screen instructions and try one of the following: 

  

1. Confirm you are booted from the external USB drive (not the system installed on the appliance 

itself), then run the procedure again — however, on some models the BIOS issues the freeze 

command to the drive during its own power-on self-test (POST) phase, even before any operating 

system takes over, in which case booting externally will not lift the freeze either — proceed directly 

to the next option 

2. Run systemctl suspend to put the system to sleep first; most drives will unfreeze upon waking, 

then run the erase command again 

3. If neither of the above works, check whether the drive supports ATA Sanitize instead (a 

completely separate subsystem from the frozen Security Erase subsystem, unaffected by the 

frozen state): 

  

 If the line Sanitize feature set appears, it is supported and can be run directly (depending on 

drive support, it may instead be --sanitize-crypto-scramble): 

  

 Afterward, confirm progress with the following command; it is only complete once State shows 

Sanitize Idle with Last Sanitize Operation Completed Without Error noted: 
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 This method achieves an effect equivalent to the NIST SP 800-88 Purge level — it simply 

bypasses the frozen Security subsystem and completes erasure through the Sanitize subsystem 

instead. 

  

sudo hdparm -I /dev/sda | grep -i sanitize 

sudo hdparm --please-destroy-my-drive --yes-i-know-what-i-am-doing --sanitize-block-erase 

/dev/sda 

sudo hdparm --sanitize-status /dev/sda 

 

18.5 Completion 

⑦ Confirm the completion message and power off 

Once the screen displays the erasure completion message (similar to "Done. /dev/sda 

has been securely erased," or, if the Sanitize path was used instead, hdparm --

sanitize-status showing completion with no errors), the appliance can be powered 

off and safely returned to the factory. 

⚠ Do not interrupt power during this process 

 

 The erasure process may take some time — do not power off the unit during the process, as this 

may cause drive errors. If erasure fails partway through or you need assistance, contact Elgens 

Technical Support. 

 

 

🔒 If step one of the script, "TPM private key passphrase erasure," is skipped, manually clear the 

TPM via BIOS instead 

If the rescue environment (such as SystemRescue) does not have tpm2-tools 

installed, the script will display tpm2_evictcontrol not found - skipping and skip the 

TPM passphrase erasure step. This does not affect the erasure result for the drive 

itself (the encryption key file has already been erased along with the drive, so even if 
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the decryption passphrase remains in the TPM, there is no longer any file for it to 

decrypt), but the persistent handle in the TPM chip will not be cleared — if this 

appliance will be reshipped to another customer afterward, it is recommended to 

additionally enter the BIOS and run a "TPM Clear" before powering off and returning it 

to the factory, so that the next TPM private key sealing proceeds normally without 

failing due to a handle conflict: 

1. Reboot into the BIOS (usually by pressing Del at boot, or the vendor-specific hotkey) 

2. Go to the Advanced tab and find the TPM 2.0 device settings section 

3. Change Pending operation from None to TPM Clear 

4. Press F4 (Save & Exit) to save and exit; the system will automatically perform the clear during 

the reboot 
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  Appendix 

19  Glossary 

Term Description 

PQC (Post-Quantum Cryptography) 
Post-quantum cryptography — encryption 

algorithms designed to withstand the threat of 

quantum computers breaking them 

Harvest Now, Decrypt Later 
A threat model in which an attacker intercepts 

encrypted data now and decrypts it later, once 

quantum computers become capable enough 

Bridge mode (Bridge / Inline) 
The appliance is deployed transparently in 

series, requiring no change to the existing 

network architecture's connectivity 

TPM (Trusted Platform Module) 
A hardware security chip purpose-built to 

protect cryptographic keys 

CSR (Certificate Signing Request) 
Contains only public key information; used to 

request a formal certificate from a certificate 

authority 

X25519MLKEM768 
A post-quantum hybrid key exchange algorithm 

that combines the security of a conventional 

algorithm with a post-quantum algorithm 

NIST SP 800-88 

Media sanitization guidelines published by the 

U.S. National Institute of Standards and 

Technology; the Purge level is the industry-

recognized standard for SSD/NVMe data 

erasure 
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20  Third-Party Software License Notices 

This chapter compiles the copyright notices and full original license texts of the third-

party open-source software components used by the Shelby PQC Gateway. The content 

is taken directly from the actual appliance's package system records, preserved 

verbatim and unedited. 

  20.1 Component Copyright Notice Summary Table 

Component 
Installed Version 

on Appliance 
Copyright Notice License 

liboqs 0.16.0-rc1 
Copyright (c) 2016-2024 The 

Open Quantum Safe project 

authors 
MIT 

oqs-provider 0.12.0-dev 
Copyright (c) 2016-2024 The 

Open Quantum Safe project 

authors 
MIT 

OpenSSL (libssl3t64) 
3.0.13-

0ubuntu3.15 

1995-2020 The OpenSSL Project 

Authors; 1995-1998 Eric A. 

Young, Tim J. Hudson; and 

numerous corporate/individual 

contributors (full list in appendix) 

Apache-2.0 

Nginx 
1.24.0-

2ubuntu7.17 

Nginx, Inc.；Igor Sysoev；

Valentin V. Bartenev；Ruslan 

Ermilov；Roman Arutyunyan；

Maxim Dounin 

BSD-2-Clause 

tpm2-tools 5.6-1build4 Copyright 2015 Intel Corporation BSD-3-Clause 

tpm2-tss（libtss2） 4.0.1-7.1ubuntu5.1 Copyright 2015 Intel Corporation BSD-2-Clause 

Linux kernel 6.8.0-138-generic 
Copyright Linus Torvalds and 

thousands of contributors 
GPL-2.0 

systemd 255.4-1ubuntu8.17 
2008-2015 Kay Sievers, Lennart 

Poettering, and numerous other 

contributors (full list in appendix) 
LGPL-2.1+ 
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netfilter／nftables 1.0.9-1ubuntu0.1 
Copyright 2008 Patrick McHardy 

and numerous contributors (full 

list in appendix) 
GPL-2.0 

netfilter／iptables 1.8.10-3ubuntu2 
2000-2002 the netfilter 

coreteam; Paul 'Rusty' Russell et 

al. 
GPL-2.0 

UFW 0.36.2-6 
Copyright 2007-2015, Canonical 

Ltd. 
GPL-3.0 

Netplan 
1.1.2-

8ubuntu1~24.04.2 
2016-2025 Canonical Ltd. GPL-3.0 

OpenSSH (sshd) 
1:9.6p1-

3ubuntu13.18 

1995 Tatu Ylonen and numerous 

other contributors (full list in 

appendix) 

OpenSSH 

custom license 

(BSD/ISC-style 

mix) 

Python 3 3.12.3-0ubuntu2.1 
Python Software Foundation；

Guido van Rossum 
PSF License 

Version 2 

Flask 3.0.2-1ubuntu1.1 
(c) 2010-2024 Pallets team and 

community contributors 
BSD-3-Clause 

Werkzeug 3.0.1-3ubuntu0.2 Copyright 2007-2023 Pallets BSD-3-Clause 

 

The copyright notice lists for Linux kernel, systemd, and OpenSSH are lengthy (dozens of 

contributors); the summary table above lists only representative names — see the full original-text 

block for each component in the appendix for the complete list. 

 

  20.2 Full License Texts (Grouped by License Type, Each Listed Once) 

20.2.1 MIT License (Applies to: liboqs, oqs-provider) 

The MIT license, the text of which is below, applies to liboqs in general. 
liboqs includes some third party libraries or modules that are licensed 
differently; the corresponding subfolder contains the license that applies in 
that case. 
  
  
Copyright (c) 2016-2024 The Open Quantum Safe project authors 
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Permission is hereby granted, free of charge, to any person obtaining a copy 
of this software and associated documentation files (the "Software"), to deal 
in the Software without restriction, including without limitation the rights 
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell 
copies of the Software, and to permit persons to whom the Software is 
furnished to do so, subject to the following conditions: 
  
The above copyright notice and this permission notice shall be included in all 
copies or substantial portions of the Software. 
  
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER 
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, 
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE 
SOFTWARE. 
  

20.2.2 BSD 2-Clause License (Applies to: Nginx, tpm2-tss／libtss2) 

Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions are met: 
  
1. Redistributions of source code must retain the above copyright notice, 
this list of conditions and the following disclaimer. 
  
2. Redistributions in binary form must reproduce the above copyright notice, 
this list of conditions and the following disclaimer in the documentation 
and/or other materials provided with the distribution. 
  
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE 
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN 
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGE. 

20.2.3 BSD 3-Clause License (Applies to: tpm2-tools, Flask, Werkzeug) 

Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions are met: 
  
1. Redistributions of source code must retain the above copyright notice, 
this list of conditions and the following disclaimer. 
  
2. Redistributions in binary form must reproduce the above copyright notice, 
this list of conditions and the following disclaimer in the documentation 
and/or other materials provided with the distribution. 
  
3. Neither the name of the copyright holder nor the names of its contributors 
may be used to endorse or promote products derived from this software without 
specific prior written permission. 
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE 
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN 
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGE. 

20.2.4 OpenSSH Custom License (Applies to: OpenSSH／sshd — full list of 

copyright holders and original license text) 

Tatu Ylonen's original licence is as follows (excluding some terms about 
third-party code which are no longer relevant; see the LICENCE file for 
details): 
  
  As far as I am concerned, the code I have written for this software 
  can be used freely for any purpose.  Any derived versions of this 
  software must be clearly marked as such, and if the derived work is 
  incompatible with the protocol description in the RFC file, it must be 
  called by a name other than "ssh" or "Secure Shell". 
  
  Note that any information and cryptographic algorithms used in this 
  software are publicly available on the Internet and at any major 
  bookstore, scientific library, and patent office worldwide.  More 
  information can be found e.g. at "http://www.cs.hut.fi/crypto". 
  
  The legal status of this program is some combination of all these 
  permissions and restrictions.  Use only at your own responsibility. 
  You will be responsible for any legal consequences yourself; I am not 
  making any claims whether possessing or using this is legal or not in 
  your country, and I am not taking any responsibility on your behalf. 
  
Most remaining components of the software are provided under a standard 
2-term BSD licence: 
  
  Redistribution and use in source and binary forms, with or without 
  modification, are permitted provided that the following conditions 
  are met: 
  1. Redistributions of source code must retain the above copyright 
     notice, this list of conditions and the following disclaimer. 
  2. Redistributions in binary form must reproduce the above copyright 
     notice, this list of conditions and the following disclaimer in the 
     documentation and/or other materials provided with the distribution. 
  
  THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS'' AND ANY EXPRESS OR 
  IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES 
  OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. 
  IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, 
  INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
  NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
  DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
  THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
  (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
  THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 
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Some code is licensed under an ISC-style license, to the following 
copyright holders: 
  
 Permission to use, copy, modify, and distribute this software for any 
 purpose with or without fee is hereby granted, provided that the above 
 copyright notice and this permission notice appear in all copies. 
  
 THE SOFTWARE IS PROVIDED "AS IS" AND TODD C. MILLER DISCLAIMS ALL 
 WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES 
 OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE 
 FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES 
 WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION 
 OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN 
 CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE. 

20.2.5 Python Software Foundation License Version 2 (Applies to: Python 3) 

PYTHON SOFTWARE FOUNDATION LICENSE VERSION 2 
-------------------------------------------- 
  
1. This LICENSE AGREEMENT is between the Python Software Foundation 
("PSF"), and the Individual or Organization ("Licensee") accessing and 
otherwise using this software ("Python") in source or binary form and 
its associated documentation. 
  
2. Subject to the terms and conditions of this License Agreement, PSF hereby 
grants Licensee a nonexclusive, royalty-free, world-wide license to reproduce, 
analyze, test, perform and/or display publicly, prepare derivative works, 
distribute, and otherwise use Python alone or in any derivative version, 
provided, however, that PSF's License Agreement and PSF's notice of copyright, 
i.e., "Copyright (c) 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009, 2010 
Python Software Foundation; All Rights Reserved" are retained in Python alone or 
in any derivative version prepared by Licensee. 
  
3. In the event Licensee prepares a derivative work that is based on 
or incorporates Python or any part thereof, and wants to make 
the derivative work available to others as provided herein, then 
Licensee hereby agrees to include in any such work a brief summary of 
the changes made to Python. 
  
4. PSF is making Python available to Licensee on an "AS IS" 
basis.  PSF MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR 
IMPLIED.  BY WAY OF EXAMPLE, BUT NOT LIMITATION, PSF MAKES NO AND 
DISCLAIMS ANY REPRESENTATION OR WARRANTY OF MERCHANTABILITY OR FITNESS 
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON WILL NOT 
INFRINGE ANY THIRD PARTY RIGHTS. 
  
5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON 
FOR ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS 
A RESULT OF MODIFYING, DISTRIBUTING, OR OTHERWISE USING PYTHON, 
OR ANY DERIVATIVE THEREOF, EVEN IF ADVISED OF THE POSSIBILITY THEREOF. 
  
6. This License Agreement will automatically terminate upon a material 
breach of its terms and conditions. 
  
7. Nothing in this License Agreement shall be deemed to create any 
relationship of agency, partnership, or joint venture between PSF and 
Licensee.  This License Agreement does not grant permission to use PSF 
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trademarks or trade name in a trademark sense to endorse or promote 
products or services of Licensee, or any third party. 
  
8. By copying, installing or otherwise using Python, Licensee 
agrees to be bound by the terms and conditions of this License 
Agreement. 

20.2.6 Apache License 2.0 (Applies to: OpenSSL) 

  
                                 Apache License 
                           Version 2.0, January 2004 
                        http://www.apache.org/licenses/ 
  
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 
  
   1. Definitions. 
  
      "License" shall mean the terms and conditions for use, reproduction, 
      and distribution as defined by Sections 1 through 9 of this document. 
  
      "Licensor" shall mean the copyright owner or entity authorized by 
      the copyright owner that is granting the License. 
  
      "Legal Entity" shall mean the union of the acting entity and all 
      other entities that control, are controlled by, or are under common 
      control with that entity. For the purposes of this definition, 
      "control" means (i) the power, direct or indirect, to cause the 
      direction or management of such entity, whether by contract or 
      otherwise, or (ii) ownership of fifty percent (50%) or more of the 
      outstanding shares, or (iii) beneficial ownership of such entity. 
  
      "You" (or "Your") shall mean an individual or Legal Entity 
      exercising permissions granted by this License. 
  
      "Source" form shall mean the preferred form for making modifications, 
      including but not limited to software source code, documentation 
      source, and configuration files. 
  
      "Object" form shall mean any form resulting from mechanical 
      transformation or translation of a Source form, including but 
      not limited to compiled object code, generated documentation, 
      and conversions to other media types. 
  
      "Work" shall mean the work of authorship, whether in Source or 
      Object form, made available under the License, as indicated by a 
      copyright notice that is included in or attached to the work 
      (an example is provided in the Appendix below). 
  
      "Derivative Works" shall mean any work, whether in Source or Object 
      form, that is based on (or derived from) the Work and for which the 
      editorial revisions, annotations, elaborations, or other modifications 
      represent, as a whole, an original work of authorship. For the purposes 
      of this License, Derivative Works shall not include works that remain 
      separable from, or merely link (or bind by name) to the interfaces of, 
      the Work and Derivative Works thereof. 
  
      "Contribution" shall mean any work of authorship, including 
      the original version of the Work and any modifications or additions 
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      to that Work or Derivative Works thereof, that is intentionally 
      submitted to Licensor for inclusion in the Work by the copyright owner 
      or by an individual or Legal Entity authorized to submit on behalf of 
      the copyright owner. For the purposes of this definition, "submitted" 
      means any form of electronic, verbal, or written communication sent 
      to the Licensor or its representatives, including but not limited to 
      communication on electronic mailing lists, source code control systems, 
      and issue tracking systems that are managed by, or on behalf of, the 
      Licensor for the purpose of discussing and improving the Work, but 
      excluding communication that is conspicuously marked or otherwise 
      designated in writing by the copyright owner as "Not a Contribution." 
  
      "Contributor" shall mean Licensor and any individual or Legal Entity 
      on behalf of whom a Contribution has been received by Licensor and 
      subsequently incorporated within the Work. 
  
   2. Grant of Copyright License. Subject to the terms and conditions of 
      this License, each Contributor hereby grants to You a perpetual, 
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
      copyright license to reproduce, prepare Derivative Works of, 
      publicly display, publicly perform, sublicense, and distribute the 
      Work and such Derivative Works in Source or Object form. 
  
   3. Grant of Patent License. Subject to the terms and conditions of 
      this License, each Contributor hereby grants to You a perpetual, 
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
      (except as stated in this section) patent license to make, have made, 
      use, offer to sell, sell, import, and otherwise transfer the Work, 
      where such license applies only to those patent claims licensable 
      by such Contributor that are necessarily infringed by their 
      Contribution(s) alone or by combination of their Contribution(s) 
      with the Work to which such Contribution(s) was submitted. If You 
      institute patent litigation against any entity (including a 
      cross-claim or counterclaim in a lawsuit) alleging that the Work 
      or a Contribution incorporated within the Work constitutes direct 
      or contributory patent infringement, then any patent licenses 
      granted to You under this License for that Work shall terminate 
      as of the date such litigation is filed. 
  
   4. Redistribution. You may reproduce and distribute copies of the 
      Work or Derivative Works thereof in any medium, with or without 
      modifications, and in Source or Object form, provided that You 
      meet the following conditions: 
  
      (a) You must give any other recipients of the Work or 
          Derivative Works a copy of this License; and 
  
      (b) You must cause any modified files to carry prominent notices 
          stating that You changed the files; and 
  
      (c) You must retain, in the Source form of any Derivative Works 
          that You distribute, all copyright, patent, trademark, and 
          attribution notices from the Source form of the Work, 
          excluding those notices that do not pertain to any part of 
          the Derivative Works; and 
  
      (d) If the Work includes a "NOTICE" text file as part of its 
          distribution, then any Derivative Works that You distribute must 
          include a readable copy of the attribution notices contained 
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          within such NOTICE file, excluding those notices that do not 
          pertain to any part of the Derivative Works, in at least one 
          of the following places: within a NOTICE text file distributed 
          as part of the Derivative Works; within the Source form or 
          documentation, if provided along with the Derivative Works; or, 
          within a display generated by the Derivative Works, if and 
          wherever such third-party notices normally appear. The contents 
          of the NOTICE file are for informational purposes only and 
          do not modify the License. You may add Your own attribution 
          notices within Derivative Works that You distribute, alongside 
          or as an addendum to the NOTICE text from the Work, provided 
          that such additional attribution notices cannot be construed 
          as modifying the License. 
  
      You may add Your own copyright statement to Your modifications and 
      may provide additional or different license terms and conditions 
      for use, reproduction, or distribution of Your modifications, or 
      for any such Derivative Works as a whole, provided Your use, 
      reproduction, and distribution of the Work otherwise complies with 
      the conditions stated in this License. 
  
   5. Submission of Contributions. Unless You explicitly state otherwise, 
      any Contribution intentionally submitted for inclusion in the Work 
      by You to the Licensor shall be under the terms and conditions of 
      this License, without any additional terms or conditions. 
      Notwithstanding the above, nothing herein shall supersede or modify 
      the terms of any separate license agreement you may have executed 
      with Licensor regarding such Contributions. 
  
   6. Trademarks. This License does not grant permission to use the trade 
      names, trademarks, service marks, or product names of the Licensor, 
      except as required for reasonable and customary use in describing the 
      origin of the Work and reproducing the content of the NOTICE file. 
  
   7. Disclaimer of Warranty. Unless required by applicable law or 
      agreed to in writing, Licensor provides the Work (and each 
      Contributor provides its Contributions) on an "AS IS" BASIS, 
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or 
      implied, including, without limitation, any warranties or conditions 
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A 
      PARTICULAR PURPOSE. You are solely responsible for determining the 
      appropriateness of using or redistributing the Work and assume any 
      risks associated with Your exercise of permissions under this License. 
  
   8. Limitation of Liability. In no event and under no legal theory, 
      whether in tort (including negligence), contract, or otherwise, 
      unless required by applicable law (such as deliberate and grossly 
      negligent acts) or agreed to in writing, shall any Contributor be 
      liable to You for damages, including any direct, indirect, special, 
      incidental, or consequential damages of any character arising as a 
      result of this License or out of the use or inability to use the 
      Work (including but not limited to damages for loss of goodwill, 
      work stoppage, computer failure or malfunction, or any and all 
      other commercial damages or losses), even if such Contributor 
      has been advised of the possibility of such damages. 
  
   9. Accepting Warranty or Additional Liability. While redistributing 
      the Work or Derivative Works thereof, You may choose to offer, 
      and charge a fee for, acceptance of support, warranty, indemnity, 
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      or other liability obligations and/or rights consistent with this 
      License. However, in accepting such obligations, You may act only 
      on Your own behalf and on Your sole responsibility, not on behalf 
      of any other Contributor, and only if You agree to indemnify, 
      defend, and hold each Contributor harmless for any liability 
      incurred by, or claims asserted against, such Contributor by reason 
      of your accepting any such warranty or additional liability. 
  
   END OF TERMS AND CONDITIONS 
  
   APPENDIX: How to apply the Apache License to your work. 
  
      To apply the Apache License to your work, attach the following 
      boilerplate notice, with the fields enclosed by brackets "[]" 
      replaced with your own identifying information. (Don't include 
      the brackets!)  The text should be enclosed in the appropriate 
      comment syntax for the file format. We also recommend that a 
      file or class name and description of purpose be included on the 
      same "printed page" as the copyright notice for easier 
      identification within third-party archives. 
  
   Copyright [yyyy] [name of copyright owner] 
  
   Licensed under the Apache License, Version 2.0 (the "License"); 
   you may not use this file except in compliance with the License. 
   You may obtain a copy of the License at 
  
       http://www.apache.org/licenses/LICENSE-2.0 
  
   Unless required by applicable law or agreed to in writing, software 
   distributed under the License is distributed on an "AS IS" BASIS, 
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. 
   See the License for the specific language governing permissions and 
   limitations under the License. 
  

20.2.7 GNU General Public License v2.0 (Applies to: Linux kernel, netfilter／

nftables, netfilter／iptables) 

                    GNU GENERAL PUBLIC LICENSE 
                       Version 2, June 1991 
  
 Copyright (C) 1989, 1991 Free Software Foundation, Inc., 
 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA 
 Everyone is permitted to copy and distribute verbatim copies 
 of this license document, but changing it is not allowed. 
  
                            Preamble 
  
  The licenses for most software are designed to take away your 
freedom to share and change it.  By contrast, the GNU General Public 
License is intended to guarantee your freedom to share and change free 
software--to make sure the software is free for all its users.  This 
General Public License applies to most of the Free Software 
Foundation's software and to any other program whose authors commit to 
using it.  (Some other Free Software Foundation software is covered by 
the GNU Lesser General Public License instead.)  You can apply it to 
your programs, too. 
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  When we speak of free software, we are referring to freedom, not 
price.  Our General Public Licenses are designed to make sure that you 
have the freedom to distribute copies of free software (and charge for 
this service if you wish), that you receive source code or can get it 
if you want it, that you can change the software or use pieces of it 
in new free programs; and that you know you can do these things. 
  
  To protect your rights, we need to make restrictions that forbid 
anyone to deny you these rights or to ask you to surrender the rights. 
These restrictions translate to certain responsibilities for you if you 
distribute copies of the software, or if you modify it. 
  
  For example, if you distribute copies of such a program, whether 
gratis or for a fee, you must give the recipients all the rights that 
you have.  You must make sure that they, too, receive or can get the 
source code.  And you must show them these terms so they know their 
rights. 
  
  We protect your rights with two steps: (1) copyright the software, and 
(2) offer you this license which gives you legal permission to copy, 
distribute and/or modify the software. 
  
  Also, for each author's protection and ours, we want to make certain 
that everyone understands that there is no warranty for this free 
software.  If the software is modified by someone else and passed on, we 
want its recipients to know that what they have is not the original, so 
that any problems introduced by others will not reflect on the original 
authors' reputations. 
  
  Finally, any free program is threatened constantly by software 
patents.  We wish to avoid the danger that redistributors of a free 
program will individually obtain patent licenses, in effect making the 
program proprietary.  To prevent this, we have made it clear that any 
patent must be licensed for everyone's free use or not licensed at all. 
  
  The precise terms and conditions for copying, distribution and 
modification follow. 
  
                    GNU GENERAL PUBLIC LICENSE 
   TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION 
  
  0. This License applies to any program or other work which contains 
a notice placed by the copyright holder saying it may be distributed 
under the terms of this General Public License.  The "Program", below, 
refers to any such program or work, and a "work based on the Program" 
means either the Program or any derivative work under copyright law: 
that is to say, a work containing the Program or a portion of it, 
either verbatim or with modifications and/or translated into another 
language.  (Hereinafter, translation is included without limitation in 
the term "modification".)  Each licensee is addressed as "you". 
  
Activities other than copying, distribution and modification are not 
covered by this License; they are outside its scope.  The act of 
running the Program is not restricted, and the output from the Program 
is covered only if its contents constitute a work based on the 
Program (independent of having been made by running the Program). 
Whether that is true depends on what the Program does. 
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  1. You may copy and distribute verbatim copies of the Program's 
source code as you receive it, in any medium, provided that you 
conspicuously and appropriately publish on each copy an appropriate 
copyright notice and disclaimer of warranty; keep intact all the 
notices that refer to this License and to the absence of any warranty; 
and give any other recipients of the Program a copy of this License 
along with the Program. 
  
You may charge a fee for the physical act of transferring a copy, and 
you may at your option offer warranty protection in exchange for a fee. 
  
  2. You may modify your copy or copies of the Program or any portion 
of it, thus forming a work based on the Program, and copy and 
distribute such modifications or work under the terms of Section 1 
above, provided that you also meet all of these conditions: 
  
    a) You must cause the modified files to carry prominent notices 
    stating that you changed the files and the date of any change. 
  
    b) You must cause any work that you distribute or publish, that in 
    whole or in part contains or is derived from the Program or any 
    part thereof, to be licensed as a whole at no charge to all third 
    parties under the terms of this License. 
  
    c) If the modified program normally reads commands interactively 
    when run, you must cause it, when started running for such 
    interactive use in the most ordinary way, to print or display an 
    announcement including an appropriate copyright notice and a 
    notice that there is no warranty (or else, saying that you provide 
    a warranty) and that users may redistribute the program under 
    these conditions, and telling the user how to view a copy of this 
    License.  (Exception: if the Program itself is interactive but 
    does not normally print such an announcement, your work based on 
    the Program is not required to print an announcement.) 
  
These requirements apply to the modified work as a whole.  If 
identifiable sections of that work are not derived from the Program, 
and can be reasonably considered independent and separate works in 
themselves, then this License, and its terms, do not apply to those 
sections when you distribute them as separate works.  But when you 
distribute the same sections as part of a whole which is a work based 
on the Program, the distribution of the whole must be on the terms of 
this License, whose permissions for other licensees extend to the 
entire whole, and thus to each and every part regardless of who wrote it. 
  
Thus, it is not the intent of this section to claim rights or contest 
your rights to work written entirely by you; rather, the intent is to 
exercise the right to control the distribution of derivative or 
collective works based on the Program. 
  
In addition, mere aggregation of another work not based on the Program 
with the Program (or with a work based on the Program) on a volume of 
a storage or distribution medium does not bring the other work under 
the scope of this License. 
  
  3. You may copy and distribute the Program (or a work based on it, 
under Section 2) in object code or executable form under the terms of 
Sections 1 and 2 above provided that you also do one of the following: 
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    a) Accompany it with the complete corresponding machine-readable 
    source code, which must be distributed under the terms of Sections 
    1 and 2 above on a medium customarily used for software interchange; or, 
  
    b) Accompany it with a written offer, valid for at least three 
    years, to give any third party, for a charge no more than your 
    cost of physically performing source distribution, a complete 
    machine-readable copy of the corresponding source code, to be 
    distributed under the terms of Sections 1 and 2 above on a medium 
    customarily used for software interchange; or, 
  
    c) Accompany it with the information you received as to the offer 
    to distribute corresponding source code.  (This alternative is 
    allowed only for noncommercial distribution and only if you 
    received the program in object code or executable form with such 
    an offer, in accord with Subsection b above.) 
  
The source code for a work means the preferred form of the work for 
making modifications to it.  For an executable work, complete source 
code means all the source code for all modules it contains, plus any 
associated interface definition files, plus the scripts used to 
control compilation and installation of the executable.  However, as a 
special exception, the source code distributed need not include 
anything that is normally distributed (in either source or binary 
form) with the major components (compiler, kernel, and so on) of the 
operating system on which the executable runs, unless that component 
itself accompanies the executable. 
  
If distribution of executable or object code is made by offering 
access to copy from a designated place, then offering equivalent 
access to copy the source code from the same place counts as 
distribution of the source code, even though third parties are not 
compelled to copy the source along with the object code. 
  
  4. You may not copy, modify, sublicense, or distribute the Program 
except as expressly provided under this License.  Any attempt 
otherwise to copy, modify, sublicense or distribute the Program is 
void, and will automatically terminate your rights under this License. 
However, parties who have received copies, or rights, from you under 
this License will not have their licenses terminated so long as such 
parties remain in full compliance. 
  
  5. You are not required to accept this License, since you have not 
signed it.  However, nothing else grants you permission to modify or 
distribute the Program or its derivative works.  These actions are 
prohibited by law if you do not accept this License.  Therefore, by 
modifying or distributing the Program (or any work based on the 
Program), you indicate your acceptance of this License to do so, and 
all its terms and conditions for copying, distributing or modifying 
the Program or works based on it. 
  
  6. Each time you redistribute the Program (or any work based on the 
Program), the recipient automatically receives a license from the 
original licensor to copy, distribute or modify the Program subject to 
these terms and conditions.  You may not impose any further 
restrictions on the recipients' exercise of the rights granted herein. 
You are not responsible for enforcing compliance by third parties to 
this License. 
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  7. If, as a consequence of a court judgment or allegation of patent 
infringement or for any other reason (not limited to patent issues), 
conditions are imposed on you (whether by court order, agreement or 
otherwise) that contradict the conditions of this License, they do not 
excuse you from the conditions of this License.  If you cannot 
distribute so as to satisfy simultaneously your obligations under this 
License and any other pertinent obligations, then as a consequence you 
may not distribute the Program at all.  For example, if a patent 
license would not permit royalty-free redistribution of the Program by 
all those who receive copies directly or indirectly through you, then 
the only way you could satisfy both it and this License would be to 
refrain entirely from distribution of the Program. 
  
If any portion of this section is held invalid or unenforceable under 
any particular circumstance, the balance of the section is intended to 
apply and the section as a whole is intended to apply in other 
circumstances. 
  
It is not the purpose of this section to induce you to infringe any 
patents or other property right claims or to contest validity of any 
such claims; this section has the sole purpose of protecting the 
integrity of the free software distribution system, which is 
implemented by public license practices.  Many people have made 
generous contributions to the wide range of software distributed 
through that system in reliance on consistent application of that 
system; it is up to the author/donor to decide if he or she is willing 
to distribute software through any other system and a licensee cannot 
impose that choice. 
  
This section is intended to make thoroughly clear what is believed to 
be a consequence of the rest of this License. 
  
  8. If the distribution and/or use of the Program is restricted in 
certain countries either by patents or by copyrighted interfaces, the 
original copyright holder who places the Program under this License 
may add an explicit geographical distribution limitation excluding 
those countries, so that distribution is permitted only in or among 
countries not thus excluded.  In such case, this License incorporates 
the limitation as if written in the body of this License. 
  
  9. The Free Software Foundation may publish revised and/or new versions 
of the General Public License from time to time.  Such new versions will 
be similar in spirit to the present version, but may differ in detail to 
address new problems or concerns. 
  
Each version is given a distinguishing version number.  If the Program 
specifies a version number of this License which applies to it and "any 
later version", you have the option of following the terms and conditions 
either of that version or of any later version published by the Free 
Software Foundation.  If the Program does not specify a version number of 
this License, you may choose any version ever published by the Free Software 
Foundation. 
  
  10. If you wish to incorporate parts of the Program into other free 
programs whose distribution conditions are different, write to the author 
to ask for permission.  For software which is copyrighted by the Free 
Software Foundation, write to the Free Software Foundation; we sometimes 
make exceptions for this.  Our decision will be guided by the two goals 
of preserving the free status of all derivatives of our free software and 
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of promoting the sharing and reuse of software generally. 
  
                            NO WARRANTY 
  
  11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY 
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.  EXCEPT WHEN 
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES 
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED 
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  THE ENTIRE RISK AS 
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.  SHOULD THE 
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, 
REPAIR OR CORRECTION. 
  
  12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING 
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR 
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, 
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING 
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED 
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY 
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER 
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. 
  
                     END OF TERMS AND CONDITIONS 
  
            How to Apply These Terms to Your New Programs 
  
  If you develop a new program, and you want it to be of the greatest 
possible use to the public, the best way to achieve this is to make it 
free software which everyone can redistribute and change under these terms. 
  
  To do so, attach the following notices to the program.  It is safest 
to attach them to the start of each source file to most effectively 
convey the exclusion of warranty; and each file should have at least 
the "copyright" line and a pointer to where the full notice is found. 
  
    <one line to give the program's name and a brief idea of what it does.> 
    Copyright (C) <year>  <name of author> 
  
    This program is free software; you can redistribute it and/or modify 
    it under the terms of the GNU General Public License as published by 
    the Free Software Foundation; either version 2 of the License, or 
    (at your option) any later version. 
  
    This program is distributed in the hope that it will be useful, 
    but WITHOUT ANY WARRANTY; without even the implied warranty of 
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the 
    GNU General Public License for more details. 
  
    You should have received a copy of the GNU General Public License along 
    with this program; if not, write to the Free Software Foundation, Inc., 
    51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA. 
  
Also add information on how to contact you by electronic and paper mail. 
  
If the program is interactive, make it output a short notice like this 
when it starts in an interactive mode: 
  



 

PAGE 61 

 

    Gnomovision version 69, Copyright (C) year name of author 
    Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type `show w'. 
    This is free software, and you are welcome to redistribute it 
    under certain conditions; type `show c' for details. 
  
The hypothetical commands `show w' and `show c' should show the appropriate 
parts of the General Public License.  Of course, the commands you use may 
be called something other than `show w' and `show c'; they could even be 
mouse-clicks or menu items--whatever suits your program. 
  
You should also get your employer (if you work as a programmer) or your 
school, if any, to sign a "copyright disclaimer" for the program, if 
necessary.  Here is a sample; alter the names: 
  
  Yoyodyne, Inc., hereby disclaims all copyright interest in the program 
  `Gnomovision' (which makes passes at compilers) written by James Hacker. 
  
  <signature of Ty Coon>, 1 April 1989 
  Ty Coon, President of Vice 
  
This General Public License does not permit incorporating your program into 
proprietary programs.  If your program is a subroutine library, you may 
consider it more useful to permit linking proprietary applications with the 
library.  If this is what you want to do, use the GNU Lesser General 
Public License instead of this License. 
  

20.2.8 GNU General Public License v3.0 (Applies to: UFW, Netplan) 

                    GNU GENERAL PUBLIC LICENSE 
                       Version 3, 29 June 2007 
  
 Copyright (C) 2007 Free Software Foundation, Inc. <https://fsf.org/> 
 Everyone is permitted to copy and distribute verbatim copies 
 of this license document, but changing it is not allowed. 
  
                            Preamble 
  
  The GNU General Public License is a free, copyleft license for 
software and other kinds of works. 
  
  The licenses for most software and other practical works are designed 
to take away your freedom to share and change the works.  By contrast, 
the GNU General Public License is intended to guarantee your freedom to 
share and change all versions of a program--to make sure it remains free 
software for all its users.  We, the Free Software Foundation, use the 
GNU General Public License for most of our software; it applies also to 
any other work released this way by its authors.  You can apply it to 
your programs, too. 
  
  When we speak of free software, we are referring to freedom, not 
price.  Our General Public Licenses are designed to make sure that you 
have the freedom to distribute copies of free software (and charge for 
them if you wish), that you receive source code or can get it if you 
want it, that you can change the software or use pieces of it in new 
free programs, and that you know you can do these things. 
  
  To protect your rights, we need to prevent others from denying you 
these rights or asking you to surrender the rights.  Therefore, you have 



 

PAGE 62 

 

certain responsibilities if you distribute copies of the software, or if 
you modify it: responsibilities to respect the freedom of others. 
  
  For example, if you distribute copies of such a program, whether 
gratis or for a fee, you must pass on to the recipients the same 
freedoms that you received.  You must make sure that they, too, receive 
or can get the source code.  And you must show them these terms so they 
know their rights. 
  
  Developers that use the GNU GPL protect your rights with two steps: 
(1) assert copyright on the software, and (2) offer you this License 
giving you legal permission to copy, distribute and/or modify it. 
  
  For the developers' and authors' protection, the GPL clearly explains 
that there is no warranty for this free software.  For both users' and 
authors' sake, the GPL requires that modified versions be marked as 
changed, so that their problems will not be attributed erroneously to 
authors of previous versions. 
  
  Some devices are designed to deny users access to install or run 
modified versions of the software inside them, although the manufacturer 
can do so.  This is fundamentally incompatible with the aim of 
protecting users' freedom to change the software.  The systematic 
pattern of such abuse occurs in the area of products for individuals to 
use, which is precisely where it is most unacceptable.  Therefore, we 
have designed this version of the GPL to prohibit the practice for those 
products.  If such problems arise substantially in other domains, we 
stand ready to extend this provision to those domains in future versions 
of the GPL, as needed to protect the freedom of users. 
  
  Finally, every program is threatened constantly by software patents. 
States should not allow patents to restrict development and use of 
software on general-purpose computers, but in those that do, we wish to 
avoid the special danger that patents applied to a free program could 
make it effectively proprietary.  To prevent this, the GPL assures that 
patents cannot be used to render the program non-free. 
  
  The precise terms and conditions for copying, distribution and 
modification follow. 
  
                       TERMS AND CONDITIONS 
  
  0. Definitions. 
  
  "This License" refers to version 3 of the GNU General Public License. 
  
  "Copyright" also means copyright-like laws that apply to other kinds of 
works, such as semiconductor masks. 
  
  "The Program" refers to any copyrightable work licensed under this 
License.  Each licensee is addressed as "you".  "Licensees" and 
"recipients" may be individuals or organizations. 
  
  To "modify" a work means to copy from or adapt all or part of the work 
in a fashion requiring copyright permission, other than the making of an 
exact copy.  The resulting work is called a "modified version" of the 
earlier work or a work "based on" the earlier work. 
  
  A "covered work" means either the unmodified Program or a work based 
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on the Program. 
  
  To "propagate" a work means to do anything with it that, without 
permission, would make you directly or secondarily liable for 
infringement under applicable copyright law, except executing it on a 
computer or modifying a private copy.  Propagation includes copying, 
distribution (with or without modification), making available to the 
public, and in some countries other activities as well. 
  
  To "convey" a work means any kind of propagation that enables other 
parties to make or receive copies.  Mere interaction with a user through 
a computer network, with no transfer of a copy, is not conveying. 
  
  An interactive user interface displays "Appropriate Legal Notices" 
to the extent that it includes a convenient and prominently visible 
feature that (1) displays an appropriate copyright notice, and (2) 
tells the user that there is no warranty for the work (except to the 
extent that warranties are provided), that licensees may convey the 
work under this License, and how to view a copy of this License.  If 
the interface presents a list of user commands or options, such as a 
menu, a prominent item in the list meets this criterion. 
  
  1. Source Code. 
  
  The "source code" for a work means the preferred form of the work 
for making modifications to it.  "Object code" means any non-source 
form of a work. 
  
  A "Standard Interface" means an interface that either is an official 
standard defined by a recognized standards body, or, in the case of 
interfaces specified for a particular programming language, one that 
is widely used among developers working in that language. 
  
  The "System Libraries" of an executable work include anything, other 
than the work as a whole, that (a) is included in the normal form of 
packaging a Major Component, but which is not part of that Major 
Component, and (b) serves only to enable use of the work with that 
Major Component, or to implement a Standard Interface for which an 
implementation is available to the public in source code form.  A 
"Major Component", in this context, means a major essential component 
(kernel, window system, and so on) of the specific operating system 
(if any) on which the executable work runs, or a compiler used to 
produce the work, or an object code interpreter used to run it. 
  
  The "Corresponding Source" for a work in object code form means all 
the source code needed to generate, install, and (for an executable 
work) run the object code and to modify the work, including scripts to 
control those activities.  However, it does not include the work's 
System Libraries, or general-purpose tools or generally available free 
programs which are used unmodified in performing those activities but 
which are not part of the work.  For example, Corresponding Source 
includes interface definition files associated with source files for 
the work, and the source code for shared libraries and dynamically 
linked subprograms that the work is specifically designed to require, 
such as by intimate data communication or control flow between those 
subprograms and other parts of the work. 
  
  The Corresponding Source need not include anything that users 
can regenerate automatically from other parts of the Corresponding 
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Source. 
  
  The Corresponding Source for a work in source code form is that 
same work. 
  
  2. Basic Permissions. 
  
  All rights granted under this License are granted for the term of 
copyright on the Program, and are irrevocable provided the stated 
conditions are met.  This License explicitly affirms your unlimited 
permission to run the unmodified Program.  The output from running a 
covered work is covered by this License only if the output, given its 
content, constitutes a covered work.  This License acknowledges your 
rights of fair use or other equivalent, as provided by copyright law. 
  
  You may make, run and propagate covered works that you do not 
convey, without conditions so long as your license otherwise remains 
in force.  You may convey covered works to others for the sole purpose 
of having them make modifications exclusively for you, or provide you 
with facilities for running those works, provided that you comply with 
the terms of this License in conveying all material for which you do 
not control copyright.  Those thus making or running the covered works 
for you must do so exclusively on your behalf, under your direction 
and control, on terms that prohibit them from making any copies of 
your copyrighted material outside their relationship with you. 
  
  Conveying under any other circumstances is permitted solely under 
the conditions stated below.  Sublicensing is not allowed; section 10 
makes it unnecessary. 
  
  3. Protecting Users' Legal Rights From Anti-Circumvention Law. 
  
  No covered work shall be deemed part of an effective technological 
measure under any applicable law fulfilling obligations under article 
11 of the WIPO copyright treaty adopted on 20 December 1996, or 
similar laws prohibiting or restricting circumvention of such 
measures. 
  
  When you convey a covered work, you waive any legal power to forbid 
circumvention of technological measures to the extent such circumvention 
is effected by exercising rights under this License with respect to 
the covered work, and you disclaim any intention to limit operation or 
modification of the work as a means of enforcing, against the work's 
users, your or third parties' legal rights to forbid circumvention of 
technological measures. 
  
  4. Conveying Verbatim Copies. 
  
  You may convey verbatim copies of the Program's source code as you 
receive it, in any medium, provided that you conspicuously and 
appropriately publish on each copy an appropriate copyright notice; 
keep intact all notices stating that this License and any 
non-permissive terms added in accord with section 7 apply to the code; 
keep intact all notices of the absence of any warranty; and give all 
recipients a copy of this License along with the Program. 
  
  You may charge any price or no price for each copy that you convey, 
and you may offer support or warranty protection for a fee. 
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  5. Conveying Modified Source Versions. 
  
  You may convey a work based on the Program, or the modifications to 
produce it from the Program, in the form of source code under the 
terms of section 4, provided that you also meet all of these conditions: 
  
    a) The work must carry prominent notices stating that you modified 
    it, and giving a relevant date. 
  
    b) The work must carry prominent notices stating that it is 
    released under this License and any conditions added under section 
    7.  This requirement modifies the requirement in section 4 to 
    "keep intact all notices". 
  
    c) You must license the entire work, as a whole, under this 
    License to anyone who comes into possession of a copy.  This 
    License will therefore apply, along with any applicable section 7 
    additional terms, to the whole of the work, and all its parts, 
    regardless of how they are packaged.  This License gives no 
    permission to license the work in any other way, but it does not 
    invalidate such permission if you have separately received it. 
  
    d) If the work has interactive user interfaces, each must display 
    Appropriate Legal Notices; however, if the Program has interactive 
    interfaces that do not display Appropriate Legal Notices, your 
    work need not make them do so. 
  
  A compilation of a covered work with other separate and independent 
works, which are not by their nature extensions of the covered work, 
and which are not combined with it such as to form a larger program, 
in or on a volume of a storage or distribution medium, is called an 
"aggregate" if the compilation and its resulting copyright are not 
used to limit the access or legal rights of the compilation's users 
beyond what the individual works permit.  Inclusion of a covered work 
in an aggregate does not cause this License to apply to the other 
parts of the aggregate. 
  
  6. Conveying Non-Source Forms. 
  
  You may convey a covered work in object code form under the terms 
of sections 4 and 5, provided that you also convey the 
machine-readable Corresponding Source under the terms of this License, 
in one of these ways: 
  
    a) Convey the object code in, or embodied in, a physical product 
    (including a physical distribution medium), accompanied by the 
    Corresponding Source fixed on a durable physical medium 
    customarily used for software interchange. 
  
    b) Convey the object code in, or embodied in, a physical product 
    (including a physical distribution medium), accompanied by a 
    written offer, valid for at least three years and valid for as 
    long as you offer spare parts or customer support for that product 
    model, to give anyone who possesses the object code either (1) a 
    copy of the Corresponding Source for all the software in the 
    product that is covered by this License, on a durable physical 
    medium customarily used for software interchange, for a price no 
    more than your reasonable cost of physically performing this 
    conveying of source, or (2) access to copy the 
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    Corresponding Source from a network server at no charge. 
  
    c) Convey individual copies of the object code with a copy of the 
    written offer to provide the Corresponding Source.  This 
    alternative is allowed only occasionally and noncommercially, and 
    only if you received the object code with such an offer, in accord 
    with subsection 6b. 
  
    d) Convey the object code by offering access from a designated 
    place (gratis or for a charge), and offer equivalent access to the 
    Corresponding Source in the same way through the same place at no 
    further charge.  You need not require recipients to copy the 
    Corresponding Source along with the object code.  If the place to 
    copy the object code is a network server, the Corresponding Source 
    may be on a different server (operated by you or a third party) 
    that supports equivalent copying facilities, provided you maintain 
    clear directions next to the object code saying where to find the 
    Corresponding Source.  Regardless of what server hosts the 
    Corresponding Source, you remain obligated to ensure that it is 
    available for as long as needed to satisfy these requirements. 
  
    e) Convey the object code using peer-to-peer transmission, provided 
    you inform other peers where the object code and Corresponding 
    Source of the work are being offered to the general public at no 
    charge under subsection 6d. 
  
  A separable portion of the object code, whose source code is excluded 
from the Corresponding Source as a System Library, need not be 
included in conveying the object code work. 
  
  A "User Product" is either (1) a "consumer product", which means any 
tangible personal property which is normally used for personal, family, 
or household purposes, or (2) anything designed or sold for incorporation 
into a dwelling.  In determining whether a product is a consumer product, 
doubtful cases shall be resolved in favor of coverage.  For a particular 
product received by a particular user, "normally used" refers to a 
typical or common use of that class of product, regardless of the status 
of the particular user or of the way in which the particular user 
actually uses, or expects or is expected to use, the product.  A product 
is a consumer product regardless of whether the product has substantial 
commercial, industrial or non-consumer uses, unless such uses represent 
the only significant mode of use of the product. 
  
  "Installation Information" for a User Product means any methods, 
procedures, authorization keys, or other information required to install 
and execute modified versions of a covered work in that User Product from 
a modified version of its Corresponding Source.  The information must 
suffice to ensure that the continued functioning of the modified object 
code is in no case prevented or interfered with solely because 
modification has been made. 
  
  If you convey an object code work under this section in, or with, or 
specifically for use in, a User Product, and the conveying occurs as 
part of a transaction in which the right of possession and use of the 
User Product is transferred to the recipient in perpetuity or for a 
fixed term (regardless of how the transaction is characterized), the 
Corresponding Source conveyed under this section must be accompanied 
by the Installation Information.  But this requirement does not apply 
if neither you nor any third party retains the ability to install 
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modified object code on the User Product (for example, the work has 
been installed in ROM). 
  
  The requirement to provide Installation Information does not include a 
requirement to continue to provide support service, warranty, or updates 
for a work that has been modified or installed by the recipient, or for 
the User Product in which it has been modified or installed.  Access to a 
network may be denied when the modification itself materially and 
adversely affects the operation of the network or violates the rules and 
protocols for communication across the network. 
  
  Corresponding Source conveyed, and Installation Information provided, 
in accord with this section must be in a format that is publicly 
documented (and with an implementation available to the public in 
source code form), and must require no special password or key for 
unpacking, reading or copying. 
  
  7. Additional Terms. 
  
  "Additional permissions" are terms that supplement the terms of this 
License by making exceptions from one or more of its conditions. 
Additional permissions that are applicable to the entire Program shall 
be treated as though they were included in this License, to the extent 
that they are valid under applicable law.  If additional permissions 
apply only to part of the Program, that part may be used separately 
under those permissions, but the entire Program remains governed by 
this License without regard to the additional permissions. 
  
  When you convey a copy of a covered work, you may at your option 
remove any additional permissions from that copy, or from any part of 
it.  (Additional permissions may be written to require their own 
removal in certain cases when you modify the work.)  You may place 
additional permissions on material, added by you to a covered work, 
for which you have or can give appropriate copyright permission. 
  
  Notwithstanding any other provision of this License, for material you 
add to a covered work, you may (if authorized by the copyright holders of 
that material) supplement the terms of this License with terms: 
  
    a) Disclaiming warranty or limiting liability differently from the 
    terms of sections 15 and 16 of this License; or 
  
    b) Requiring preservation of specified reasonable legal notices or 
    author attributions in that material or in the Appropriate Legal 
    Notices displayed by works containing it; or 
  
    c) Prohibiting misrepresentation of the origin of that material, or 
    requiring that modified versions of such material be marked in 
    reasonable ways as different from the original version; or 
  
    d) Limiting the use for publicity purposes of names of licensors or 
    authors of the material; or 
  
    e) Declining to grant rights under trademark law for use of some 
    trade names, trademarks, or service marks; or 
  
    f) Requiring indemnification of licensors and authors of that 
    material by anyone who conveys the material (or modified versions of 
    it) with contractual assumptions of liability to the recipient, for 
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    any liability that these contractual assumptions directly impose on 
    those licensors and authors. 
  
  All other non-permissive additional terms are considered "further 
restrictions" within the meaning of section 10.  If the Program as you 
received it, or any part of it, contains a notice stating that it is 
governed by this License along with a term that is a further 
restriction, you may remove that term.  If a license document contains 
a further restriction but permits relicensing or conveying under this 
License, you may add to a covered work material governed by the terms 
of that license document, provided that the further restriction does 
not survive such relicensing or conveying. 
  
  If you add terms to a covered work in accord with this section, you 
must place, in the relevant source files, a statement of the 
additional terms that apply to those files, or a notice indicating 
where to find the applicable terms. 
  
  Additional terms, permissive or non-permissive, may be stated in the 
form of a separately written license, or stated as exceptions; 
the above requirements apply either way. 
  
  8. Termination. 
  
  You may not propagate or modify a covered work except as expressly 
provided under this License.  Any attempt otherwise to propagate or 
modify it is void, and will automatically terminate your rights under 
this License (including any patent licenses granted under the third 
paragraph of section 11). 
  
  However, if you cease all violation of this License, then your 
license from a particular copyright holder is reinstated (a) 
provisionally, unless and until the copyright holder explicitly and 
finally terminates your license, and (b) permanently, if the copyright 
holder fails to notify you of the violation by some reasonable means 
prior to 60 days after the cessation. 
  
  Moreover, your license from a particular copyright holder is 
reinstated permanently if the copyright holder notifies you of the 
violation by some reasonable means, this is the first time you have 
received notice of violation of this License (for any work) from that 
copyright holder, and you cure the violation prior to 30 days after 
your receipt of the notice. 
  
  Termination of your rights under this section does not terminate the 
licenses of parties who have received copies or rights from you under 
this License.  If your rights have been terminated and not permanently 
reinstated, you do not qualify to receive new licenses for the same 
material under section 10. 
  
  9. Acceptance Not Required for Having Copies. 
  
  You are not required to accept this License in order to receive or 
run a copy of the Program.  Ancillary propagation of a covered work 
occurring solely as a consequence of using peer-to-peer transmission 
to receive a copy likewise does not require acceptance.  However, 
nothing other than this License grants you permission to propagate or 
modify any covered work.  These actions infringe copyright if you do 
not accept this License.  Therefore, by modifying or propagating a 
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covered work, you indicate your acceptance of this License to do so. 
  
  10. Automatic Licensing of Downstream Recipients. 
  
  Each time you convey a covered work, the recipient automatically 
receives a license from the original licensors, to run, modify and 
propagate that work, subject to this License.  You are not responsible 
for enforcing compliance by third parties with this License. 
  
  An "entity transaction" is a transaction transferring control of an 
organization, or substantially all assets of one, or subdividing an 
organization, or merging organizations.  If propagation of a covered 
work results from an entity transaction, each party to that 
transaction who receives a copy of the work also receives whatever 
licenses to the work the party's predecessor in interest had or could 
give under the previous paragraph, plus a right to possession of the 
Corresponding Source of the work from the predecessor in interest, if 
the predecessor has it or can get it with reasonable efforts. 
  
  You may not impose any further restrictions on the exercise of the 
rights granted or affirmed under this License.  For example, you may 
not impose a license fee, royalty, or other charge for exercise of 
rights granted under this License, and you may not initiate litigation 
(including a cross-claim or counterclaim in a lawsuit) alleging that 
any patent claim is infringed by making, using, selling, offering for 
sale, or importing the Program or any portion of it. 
  
  11. Patents. 
  
  A "contributor" is a copyright holder who authorizes use under this 
License of the Program or a work on which the Program is based.  The 
work thus licensed is called the contributor's "contributor version". 
  
  A contributor's "essential patent claims" are all patent claims 
owned or controlled by the contributor, whether already acquired or 
hereafter acquired, that would be infringed by some manner, permitted 
by this License, of making, using, or selling its contributor version, 
but do not include claims that would be infringed only as a 
consequence of further modification of the contributor version.  For 
purposes of this definition, "control" includes the right to grant 
patent sublicenses in a manner consistent with the requirements of 
this License. 
  
  Each contributor grants you a non-exclusive, worldwide, royalty-free 
patent license under the contributor's essential patent claims, to 
make, use, sell, offer for sale, import and otherwise run, modify and 
propagate the contents of its contributor version. 
  
  In the following three paragraphs, a "patent license" is any express 
agreement or commitment, however denominated, not to enforce a patent 
(such as an express permission to practice a patent or covenant not to 
sue for patent infringement).  To "grant" such a patent license to a 
party means to make such an agreement or commitment not to enforce a 
patent against the party. 
  
  If you convey a covered work, knowingly relying on a patent license, 
and the Corresponding Source of the work is not available for anyone 
to copy, free of charge and under the terms of this License, through a 
publicly available network server or other readily accessible means, 
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then you must either (1) cause the Corresponding Source to be so 
available, or (2) arrange to deprive yourself of the benefit of the 
patent license for this particular work, or (3) arrange, in a manner 
consistent with the requirements of this License, to extend the patent 
license to downstream recipients.  "Knowingly relying" means you have 
actual knowledge that, but for the patent license, your conveying the 
covered work in a country, or your recipient's use of the covered work 
in a country, would infringe one or more identifiable patents in that 
country that you have reason to believe are valid. 
  
  If, pursuant to or in connection with a single transaction or 
arrangement, you convey, or propagate by procuring conveyance of, a 
covered work, and grant a patent license to some of the parties 
receiving the covered work authorizing them to use, propagate, modify 
or convey a specific copy of the covered work, then the patent license 
you grant is automatically extended to all recipients of the covered 
work and works based on it. 
  
  A patent license is "discriminatory" if it does not include within 
the scope of its coverage, prohibits the exercise of, or is 
conditioned on the non-exercise of one or more of the rights that are 
specifically granted under this License.  You may not convey a covered 
work if you are a party to an arrangement with a third party that is 
in the business of distributing software, under which you make payment 
to the third party based on the extent of your activity of conveying 
the work, and under which the third party grants, to any of the 
parties who would receive the covered work from you, a discriminatory 
patent license (a) in connection with copies of the covered work 
conveyed by you (or copies made from those copies), or (b) primarily 
for and in connection with specific products or compilations that 
contain the covered work, unless you entered into that arrangement, 
or that patent license was granted, prior to 28 March 2007. 
  
  Nothing in this License shall be construed as excluding or limiting 
any implied license or other defenses to infringement that may 
otherwise be available to you under applicable patent law. 
  
  12. No Surrender of Others' Freedom. 
  
  If conditions are imposed on you (whether by court order, agreement or 
otherwise) that contradict the conditions of this License, they do not 
excuse you from the conditions of this License.  If you cannot convey a 
covered work so as to satisfy simultaneously your obligations under this 
License and any other pertinent obligations, then as a consequence you may 
not convey it at all.  For example, if you agree to terms that obligate you 
to collect a royalty for further conveying from those to whom you convey 
the Program, the only way you could satisfy both those terms and this 
License would be to refrain entirely from conveying the Program. 
  
  13. Use with the GNU Affero General Public License. 
  
  Notwithstanding any other provision of this License, you have 
permission to link or combine any covered work with a work licensed 
under version 3 of the GNU Affero General Public License into a single 
combined work, and to convey the resulting work.  The terms of this 
License will continue to apply to the part which is the covered work, 
but the special requirements of the GNU Affero General Public License, 
section 13, concerning interaction through a network will apply to the 
combination as such. 
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  14. Revised Versions of this License. 
  
  The Free Software Foundation may publish revised and/or new versions of 
the GNU General Public License from time to time.  Such new versions will 
be similar in spirit to the present version, but may differ in detail to 
address new problems or concerns. 
  
  Each version is given a distinguishing version number.  If the 
Program specifies that a certain numbered version of the GNU General 
Public License "or any later version" applies to it, you have the 
option of following the terms and conditions either of that numbered 
version or of any later version published by the Free Software 
Foundation.  If the Program does not specify a version number of the 
GNU General Public License, you may choose any version ever published 
by the Free Software Foundation. 
  
  If the Program specifies that a proxy can decide which future 
versions of the GNU General Public License can be used, that proxy's 
public statement of acceptance of a version permanently authorizes you 
to choose that version for the Program. 
  
  Later license versions may give you additional or different 
permissions.  However, no additional obligations are imposed on any 
author or copyright holder as a result of your choosing to follow a 
later version. 
  
  15. Disclaimer of Warranty. 
  
  THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY 
APPLICABLE LAW.  EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT 
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY 
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM 
IS WITH YOU.  SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF 
ALL NECESSARY SERVICING, REPAIR OR CORRECTION. 
  
  16. Limitation of Liability. 
  
  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING 
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS 
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY 
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE 
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF 
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD 
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), 
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGES. 
  
  17. Interpretation of Sections 15 and 16. 
  
  If the disclaimer of warranty and limitation of liability provided 
above cannot be given local legal effect according to their terms, 
reviewing courts shall apply local law that most closely approximates 
an absolute waiver of all civil liability in connection with the 
Program, unless a warranty or assumption of liability accompanies a 
copy of the Program in return for a fee. 
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                     END OF TERMS AND CONDITIONS 
  
            How to Apply These Terms to Your New Programs 
  
  If you develop a new program, and you want it to be of the greatest 
possible use to the public, the best way to achieve this is to make it 
free software which everyone can redistribute and change under these terms. 
  
  To do so, attach the following notices to the program.  It is safest 
to attach them to the start of each source file to most effectively 
state the exclusion of warranty; and each file should have at least 
the "copyright" line and a pointer to where the full notice is found. 
  
    <one line to give the program's name and a brief idea of what it does.> 
    Copyright (C) <year>  <name of author> 
  
    This program is free software: you can redistribute it and/or modify 
    it under the terms of the GNU General Public License as published by 
    the Free Software Foundation, either version 3 of the License, or 
    (at your option) any later version. 
  
    This program is distributed in the hope that it will be useful, 
    but WITHOUT ANY WARRANTY; without even the implied warranty of 
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the 
    GNU General Public License for more details. 
  
    You should have received a copy of the GNU General Public License 
    along with this program.  If not, see <https://www.gnu.org/licenses/>. 
  
Also add information on how to contact you by electronic and paper mail. 
  
  If the program does terminal interaction, make it output a short 
notice like this when it starts in an interactive mode: 
  
    <program>  Copyright (C) <year>  <name of author> 
    This program comes with ABSOLUTELY NO WARRANTY; for details type `show w'. 
    This is free software, and you are welcome to redistribute it 
    under certain conditions; type `show c' for details. 
  
The hypothetical commands `show w' and `show c' should show the appropriate 
parts of the General Public License.  Of course, your program's commands 
might be different; for a GUI interface, you would use an "about box". 
  
  You should also get your employer (if you work as a programmer) or school, 
if any, to sign a "copyright disclaimer" for the program, if necessary. 
For more information on this, and how to apply and follow the GNU GPL, see 
<https://www.gnu.org/licenses/>. 
  
  The GNU General Public License does not permit incorporating your program 
into proprietary programs.  If your program is a subroutine library, you 
may consider it more useful to permit linking proprietary applications with 
the library.  If this is what you want to do, use the GNU Lesser General 
Public License instead of this License.  But first, please read 
<https://www.gnu.org/licenses/why-not-lgpl.html>. 
  

20.2.9 GNU Lesser General Public License v2.1 (Applies to: systemd) 

                  GNU LESSER GENERAL PUBLIC LICENSE 
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                       Version 2.1, February 1999 
  
 Copyright (C) 1991, 1999 Free Software Foundation, Inc. 
 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301  USA 
 Everyone is permitted to copy and distribute verbatim copies 
 of this license document, but changing it is not allowed. 
  
[This is the first released version of the Lesser GPL.  It also counts 
 as the successor of the GNU Library Public License, version 2, hence 
 the version number 2.1.] 
  
                            Preamble 
  
  The licenses for most software are designed to take away your 
freedom to share and change it.  By contrast, the GNU General Public 
Licenses are intended to guarantee your freedom to share and change 
free software--to make sure the software is free for all its users. 
  
  This license, the Lesser General Public License, applies to some 
specially designated software packages--typically libraries--of the 
Free Software Foundation and other authors who decide to use it.  You 
can use it too, but we suggest you first think carefully about whether 
this license or the ordinary General Public License is the better 
strategy to use in any particular case, based on the explanations below. 
  
  When we speak of free software, we are referring to freedom of use, 
not price.  Our General Public Licenses are designed to make sure that 
you have the freedom to distribute copies of free software (and charge 
for this service if you wish); that you receive source code or can get 
it if you want it; that you can change the software and use pieces of 
it in new free programs; and that you are informed that you can do 
these things. 
  
  To protect your rights, we need to make restrictions that forbid 
distributors to deny you these rights or to ask you to surrender these 
rights.  These restrictions translate to certain responsibilities for 
you if you distribute copies of the library or if you modify it. 
  
  For example, if you distribute copies of the library, whether gratis 
or for a fee, you must give the recipients all the rights that we gave 
you.  You must make sure that they, too, receive or can get the source 
code.  If you link other code with the library, you must provide 
complete object files to the recipients, so that they can relink them 
with the library after making changes to the library and recompiling 
it.  And you must show them these terms so they know their rights. 
  
  We protect your rights with a two-step method: (1) we copyright the 
library, and (2) we offer you this license, which gives you legal 
permission to copy, distribute and/or modify the library. 
  
  To protect each distributor, we want to make it very clear that 
there is no warranty for the free library.  Also, if the library is 
modified by someone else and passed on, the recipients should know 
that what they have is not the original version, so that the original 
author's reputation will not be affected by problems that might be 
introduced by others. 
 
  Finally, software patents pose a constant threat to the existence of 
any free program.  We wish to make sure that a company cannot 
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effectively restrict the users of a free program by obtaining a 
restrictive license from a patent holder.  Therefore, we insist that 
any patent license obtained for a version of the library must be 
consistent with the full freedom of use specified in this license. 
  
  Most GNU software, including some libraries, is covered by the 
ordinary GNU General Public License.  This license, the GNU Lesser 
General Public License, applies to certain designated libraries, and 
is quite different from the ordinary General Public License.  We use 
this license for certain libraries in order to permit linking those 
libraries into non-free programs. 
  
  When a program is linked with a library, whether statically or using 
a shared library, the combination of the two is legally speaking a 
combined work, a derivative of the original library.  The ordinary 
General Public License therefore permits such linking only if the 
entire combination fits its criteria of freedom.  The Lesser General 
Public License permits more lax criteria for linking other code with 
the library. 
  
  We call this license the "Lesser" General Public License because it 
does Less to protect the user's freedom than the ordinary General 
Public License.  It also provides other free software developers Less 
of an advantage over competing non-free programs.  These disadvantages 
are the reason we use the ordinary General Public License for many 
libraries.  However, the Lesser license provides advantages in certain 
special circumstances. 
  
  For example, on rare occasions, there may be a special need to 
encourage the widest possible use of a certain library, so that it becomes 
a de-facto standard.  To achieve this, non-free programs must be 
allowed to use the library.  A more frequent case is that a free 
library does the same job as widely used non-free libraries.  In this 
case, there is little to gain by limiting the free library to free 
software only, so we use the Lesser General Public License. 
  
  In other cases, permission to use a particular library in non-free 
programs enables a greater number of people to use a large body of 
free software.  For example, permission to use the GNU C Library in 
non-free programs enables many more people to use the whole GNU 
operating system, as well as its variant, the GNU/Linux operating 
system. 
  
  Although the Lesser General Public License is Less protective of the 
users' freedom, it does ensure that the user of a program that is 
linked with the Library has the freedom and the wherewithal to run 
that program using a modified version of the Library. 
  
  The precise terms and conditions for copying, distribution and 
modification follow.  Pay close attention to the difference between a 
"work based on the library" and a "work that uses the library".  The 
former contains code derived from the library, whereas the latter must 
be combined with the library in order to run. 
 
                  GNU LESSER GENERAL PUBLIC LICENSE 
   TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION 
  
  0. This License Agreement applies to any software library or other 
program which contains a notice placed by the copyright holder or 
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other authorized party saying it may be distributed under the terms of 
this Lesser General Public License (also called "this License"). 
Each licensee is addressed as "you". 
  
  A "library" means a collection of software functions and/or data 
prepared so as to be conveniently linked with application programs 
(which use some of those functions and data) to form executables. 
  
  The "Library", below, refers to any such software library or work 
which has been distributed under these terms.  A "work based on the 
Library" means either the Library or any derivative work under 
copyright law: that is to say, a work containing the Library or a 
portion of it, either verbatim or with modifications and/or translated 
straightforwardly into another language.  (Hereinafter, translation is 
included without limitation in the term "modification".) 
  
  "Source code" for a work means the preferred form of the work for 
making modifications to it.  For a library, complete source code means 
all the source code for all modules it contains, plus any associated 
interface definition files, plus the scripts used to control compilation 
and installation of the library. 
  
  Activities other than copying, distribution and modification are not 
covered by this License; they are outside its scope.  The act of 
running a program using the Library is not restricted, and output from 
such a program is covered only if its contents constitute a work based 
on the Library (independent of the use of the Library in a tool for 
writing it).  Whether that is true depends on what the Library does 
and what the program that uses the Library does. 
  
  1. You may copy and distribute verbatim copies of the Library's 
complete source code as you receive it, in any medium, provided that 
you conspicuously and appropriately publish on each copy an 
appropriate copyright notice and disclaimer of warranty; keep intact 
all the notices that refer to this License and to the absence of any 
warranty; and distribute a copy of this License along with the 
Library. 
  
  You may charge a fee for the physical act of transferring a copy, 
and you may at your option offer warranty protection in exchange for a 
fee. 
 
  2. You may modify your copy or copies of the Library or any portion 
of it, thus forming a work based on the Library, and copy and 
distribute such modifications or work under the terms of Section 1 
above, provided that you also meet all of these conditions: 
  
    a) The modified work must itself be a software library. 
  
    b) You must cause the files modified to carry prominent notices 
    stating that you changed the files and the date of any change. 
  
    c) You must cause the whole of the work to be licensed at no 
    charge to all third parties under the terms of this License. 
  
    d) If a facility in the modified Library refers to a function or a 
    table of data to be supplied by an application program that uses 
    the facility, other than as an argument passed when the facility 
    is invoked, then you must make a good faith effort to ensure that, 
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    in the event an application does not supply such function or 
    table, the facility still operates, and performs whatever part of 
    its purpose remains meaningful. 
  
    (For example, a function in a library to compute square roots has 
    a purpose that is entirely well-defined independent of the 
    application.  Therefore, Subsection 2d requires that any 
    application-supplied function or table used by this function must 
    be optional: if the application does not supply it, the square 
    root function must still compute square roots.) 
  
These requirements apply to the modified work as a whole.  If 
identifiable sections of that work are not derived from the Library, 
and can be reasonably considered independent and separate works in 
themselves, then this License, and its terms, do not apply to those 
sections when you distribute them as separate works.  But when you 
distribute the same sections as part of a whole which is a work based 
on the Library, the distribution of the whole must be on the terms of 
this License, whose permissions for other licensees extend to the 
entire whole, and thus to each and every part regardless of who wrote 
it. 
  
Thus, it is not the intent of this section to claim rights or contest 
your rights to work written entirely by you; rather, the intent is to 
exercise the right to control the distribution of derivative or 
collective works based on the Library. 
  
In addition, mere aggregation of another work not based on the Library 
with the Library (or with a work based on the Library) on a volume of 
a storage or distribution medium does not bring the other work under 
the scope of this License. 
  
  3. You may opt to apply the terms of the ordinary GNU General Public 
License instead of this License to a given copy of the Library.  To do 
this, you must alter all the notices that refer to this License, so 
that they refer to the ordinary GNU General Public License, version 2, 
instead of to this License.  (If a newer version than version 2 of the 
ordinary GNU General Public License has appeared, then you can specify 
that version instead if you wish.)  Do not make any other change in 
these notices. 
 
  Once this change is made in a given copy, it is irreversible for 
that copy, so the ordinary GNU General Public License applies to all 
subsequent copies and derivative works made from that copy. 
  
  This option is useful when you wish to copy part of the code of 
the Library into a program that is not a library. 
  
  4. You may copy and distribute the Library (or a portion or 
derivative of it, under Section 2) in object code or executable form 
under the terms of Sections 1 and 2 above provided that you accompany 
it with the complete corresponding machine-readable source code, which 
must be distributed under the terms of Sections 1 and 2 above on a 
medium customarily used for software interchange. 
  
  If distribution of object code is made by offering access to copy 
from a designated place, then offering equivalent access to copy the 
source code from the same place satisfies the requirement to 
distribute the source code, even though third parties are not 
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compelled to copy the source along with the object code. 
  
  5. A program that contains no derivative of any portion of the 
Library, but is designed to work with the Library by being compiled or 
linked with it, is called a "work that uses the Library".  Such a 
work, in isolation, is not a derivative work of the Library, and 
therefore falls outside the scope of this License. 
  
  However, linking a "work that uses the Library" with the Library 
creates an executable that is a derivative of the Library (because it 
contains portions of the Library), rather than a "work that uses the 
library".  The executable is therefore covered by this License. 
Section 6 states terms for distribution of such executables. 
  
  When a "work that uses the Library" uses material from a header file 
that is part of the Library, the object code for the work may be a 
derivative work of the Library even though the source code is not. 
Whether this is true is especially significant if the work can be 
linked without the Library, or if the work is itself a library.  The 
threshold for this to be true is not precisely defined by law. 
  
  If such an object file uses only numerical parameters, data 
structure layouts and accessors, and small macros and small inline 
functions (ten lines or less in length), then the use of the object 
file is unrestricted, regardless of whether it is legally a derivative 
work.  (Executables containing this object code plus portions of the 
Library will still fall under Section 6.) 
  
  Otherwise, if the work is a derivative of the Library, you may 
distribute the object code for the work under the terms of Section 6. 
Any executables containing that work also fall under Section 6, 
whether or not they are linked directly with the Library itself. 
 
  6. As an exception to the Sections above, you may also combine or 
link a "work that uses the Library" with the Library to produce a 
work containing portions of the Library, and distribute that work 
under terms of your choice, provided that the terms permit 
modification of the work for the customer's own use and reverse 
engineering for debugging such modifications. 
  
  You must give prominent notice with each copy of the work that the 
Library is used in it and that the Library and its use are covered by 
this License.  You must supply a copy of this License.  If the work 
during execution displays copyright notices, you must include the 
copyright notice for the Library among them, as well as a reference 
directing the user to the copy of this License.  Also, you must do one 
of these things: 
  
    a) Accompany the work with the complete corresponding 
    machine-readable source code for the Library including whatever 
    changes were used in the work (which must be distributed under 
    Sections 1 and 2 above); and, if the work is an executable linked 
    with the Library, with the complete machine-readable "work that 
    uses the Library", as object code and/or source code, so that the 
    user can modify the Library and then relink to produce a modified 
    executable containing the modified Library.  (It is understood 
    that the user who changes the contents of definitions files in the 
    Library will not necessarily be able to recompile the application 
    to use the modified definitions.) 
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    b) Use a suitable shared library mechanism for linking with the 
    Library.  A suitable mechanism is one that (1) uses at run time a 
    copy of the library already present on the user's computer system, 
    rather than copying library functions into the executable, and (2) 
    will operate properly with a modified version of the library, if 
    the user installs one, as long as the modified version is 
    interface-compatible with the version that the work was made with. 
  
    c) Accompany the work with a written offer, valid for at 
    least three years, to give the same user the materials 
    specified in Subsection 6a, above, for a charge no more 
    than the cost of performing this distribution. 
  
    d) If distribution of the work is made by offering access to copy 
    from a designated place, offer equivalent access to copy the above 
    specified materials from the same place. 
  
    e) Verify that the user has already received a copy of these 
    materials or that you have already sent this user a copy. 
  
  For an executable, the required form of the "work that uses the 
Library" must include any data and utility programs needed for 
reproducing the executable from it.  However, as a special exception, 
the materials to be distributed need not include anything that is 
normally distributed (in either source or binary form) with the major 
components (compiler, kernel, and so on) of the operating system on 
which the executable runs, unless that component itself accompanies 
the executable. 
  
  It may happen that this requirement contradicts the license 
restrictions of other proprietary libraries that do not normally 
accompany the operating system.  Such a contradiction means you cannot 
use both them and the Library together in an executable that you 
distribute. 
 
  7. You may place library facilities that are a work based on the 
Library side-by-side in a single library together with other library 
facilities not covered by this License, and distribute such a combined 
library, provided that the separate distribution of the work based on 
the Library and of the other library facilities is otherwise 
permitted, and provided that you do these two things: 
  
    a) Accompany the combined library with a copy of the same work 
    based on the Library, uncombined with any other library 
    facilities.  This must be distributed under the terms of the 
    Sections above. 
  
    b) Give prominent notice with the combined library of the fact 
    that part of it is a work based on the Library, and explaining 
    where to find the accompanying uncombined form of the same work. 
  
  8. You may not copy, modify, sublicense, link with, or distribute 
the Library except as expressly provided under this License.  Any 
attempt otherwise to copy, modify, sublicense, link with, or 
distribute the Library is void, and will automatically terminate your 
rights under this License.  However, parties who have received copies, 
or rights, from you under this License will not have their licenses 
terminated so long as such parties remain in full compliance. 
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  9. You are not required to accept this License, since you have not 
signed it.  However, nothing else grants you permission to modify or 
distribute the Library or its derivative works.  These actions are 
prohibited by law if you do not accept this License.  Therefore, by 
modifying or distributing the Library (or any work based on the 
Library), you indicate your acceptance of this License to do so, and 
all its terms and conditions for copying, distributing or modifying 
the Library or works based on it. 
  
  10. Each time you redistribute the Library (or any work based on the 
Library), the recipient automatically receives a license from the 
original licensor to copy, distribute, link with or modify the Library 
subject to these terms and conditions.  You may not impose any further 
restrictions on the recipients' exercise of the rights granted herein. 
You are not responsible for enforcing compliance by third parties with 
this License. 
 
  11. If, as a consequence of a court judgment or allegation of patent 
infringement or for any other reason (not limited to patent issues), 
conditions are imposed on you (whether by court order, agreement or 
otherwise) that contradict the conditions of this License, they do not 
excuse you from the conditions of this License.  If you cannot 
distribute so as to satisfy simultaneously your obligations under this 
License and any other pertinent obligations, then as a consequence you 
may not distribute the Library at all.  For example, if a patent 
license would not permit royalty-free redistribution of the Library by 
all those who receive copies directly or indirectly through you, then 
the only way you could satisfy both it and this License would be to 
refrain entirely from distribution of the Library. 
  
If any portion of this section is held invalid or unenforceable under any 
particular circumstance, the balance of the section is intended to apply, 
and the section as a whole is intended to apply in other circumstances. 
  
It is not the purpose of this section to induce you to infringe any 
patents or other property right claims or to contest validity of any 
such claims; this section has the sole purpose of protecting the 
integrity of the free software distribution system which is 
implemented by public license practices.  Many people have made 
generous contributions to the wide range of software distributed 
through that system in reliance on consistent application of that 
system; it is up to the author/donor to decide if he or she is willing 
to distribute software through any other system and a licensee cannot 
impose that choice. 
  
This section is intended to make thoroughly clear what is believed to 
be a consequence of the rest of this License. 
  
  12. If the distribution and/or use of the Library is restricted in 
certain countries either by patents or by copyrighted interfaces, the 
original copyright holder who places the Library under this License may add 
an explicit geographical distribution limitation excluding those countries, 
so that distribution is permitted only in or among countries not thus 
excluded.  In such case, this License incorporates the limitation as if 
written in the body of this License. 
  
  13. The Free Software Foundation may publish revised and/or new 
versions of the Lesser General Public License from time to time. 



 

PAGE 80 

 

Such new versions will be similar in spirit to the present version, 
but may differ in detail to address new problems or concerns. 
  
Each version is given a distinguishing version number.  If the Library 
specifies a version number of this License which applies to it and 
"any later version", you have the option of following the terms and 
conditions either of that version or of any later version published by 
the Free Software Foundation.  If the Library does not specify a 
license version number, you may choose any version ever published by 
the Free Software Foundation. 
 
  14. If you wish to incorporate parts of the Library into other free 
programs whose distribution conditions are incompatible with these, 
write to the author to ask for permission.  For software which is 
copyrighted by the Free Software Foundation, write to the Free 
Software Foundation; we sometimes make exceptions for this.  Our 
decision will be guided by the two goals of preserving the free status 
of all derivatives of our free software and of promoting the sharing 
and reuse of software generally. 
  
                            NO WARRANTY 
  
  15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO 
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. 
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR 
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY 
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE 
LIBRARY IS WITH YOU.  SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME 
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. 
  
  16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN 
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY 
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU 
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR 
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE 
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING 
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A 
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF 
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES. 
  
                     END OF TERMS AND CONDITIONS 
 
           How to Apply These Terms to Your New Libraries 
  
  If you develop a new library, and you want it to be of the greatest 
possible use to the public, we recommend making it free software that 
everyone can redistribute and change.  You can do so by permitting 
redistribution under these terms (or, alternatively, under the terms of the 
ordinary General Public License). 
  
  To apply these terms, attach the following notices to the library.  It is 
safest to attach them to the start of each source file to most effectively 
convey the exclusion of warranty; and each file should have at least the 
"copyright" line and a pointer to where the full notice is found. 
  
    <one line to give the library's name and a brief idea of what it does.> 
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    Copyright (C) <year>  <name of author> 
  
    This library is free software; you can redistribute it and/or 
    modify it under the terms of the GNU Lesser General Public 
    License as published by the Free Software Foundation; either 
    version 2.1 of the License, or (at your option) any later version. 
  
    This library is distributed in the hope that it will be useful, 
    but WITHOUT ANY WARRANTY; without even the implied warranty of 
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the GNU 
    Lesser General Public License for more details. 
  
    You should have received a copy of the GNU Lesser General Public 
    License along with this library; if not, write to the Free Software 
    Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301  USA 
  
Also add information on how to contact you by electronic and paper mail. 
  
You should also get your employer (if you work as a programmer) or your 
school, if any, to sign a "copyright disclaimer" for the library, if 
necessary.  Here is a sample; alter the names: 
  
  Yoyodyne, Inc., hereby disclaims all copyright interest in the 
  library `Frob' (a library for tweaking knobs) written by James Random Hacker. 
  
  <signature of Ty Coon>, 1 April 1990 
  Ty Coon, President of Vice 
  
That's all there is to it! 
  


